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CAJBEP HAITAIN HA ®PMTHAHCHUJCKHN
CEKTOP KPUTNYHE NHOPACTPYKTYPE

Caxerak: QuHAHCUCKU CeKMOP Kpumuute ungpacmpyxmype npedcmasmwa jedar 00 Hajyzpo-
HeHUjux cekmopa xaoda je peu o cajoep HANAOUMA, ¢ 003UPOM HA He208y KPUTUYHY Y7102y Y 2710-
6anHoj exoHOMUjU U NPUpody nocnosara y danawruyu. Jueumanusayuja unancuja omeapa
spama cajbep HANAOUMA KPO3 UAUPOKY U PaCNpOCMpParbery 00CHYNHOCH BUHAHCUJCKUX YCLyea
Ha modepHuM mexonoeujama u mpexcama. O6aj pad 6asu ce uCMpaixuearoem mepa 3auimume 00
cajbep HANAdA y PUHAHCUJCKOM CeKMOPY KPO3 AHAU3Y MPU 3HAYATHA UHUUOEHMA: HANA0A HA
Lenmpanuy 6anxy Banenadewa, komnpomumauujy nodamaxa komnanuje Capital One’ u na-
nao pamocsepom Ha “Travelex’ komnanujy 3a mparceed Hosua. IIpumapHu yum Ucmpaxusara
je ananuzua ymuyaja cajbep Hanada Ha GUHAHCUCKU cekmop KpumuuHe uHdpacmpykmype u
udeHmudukayuja epuxacHux mepa 3aumume Koje Moy CMArUMU PUUK 00 CIUMHUX HANAdA
y 6yoyhnocmu. Kopucmehu npeened mehynapoone numepamype u cmyoujy cayuaja, pad Haena-
UA6a 6aIHOC UHMezpaLuje MexXHONMOWKUX U 0P2aAHUZAUUOHUX Mepd, KAO U 3HAYA] u3epadrse
cajbep 0omnopHOCMU KPO3 KOHMUHYUPAHO yHanpeherve 6e30e0HOCHUX NPOMOKONA U Kynmype
ceecmu o cajoep Gesbeonocmu. Pesynmamu ucmpaxusara nokasyjy 0d, uaxo cajoep Hanaou
Hoce 3Hauajan pusux, oHu maxohe mozy nodcmahu uHaxcujcke UHCMuUMyyuje Ha uHosayuje u
yHanpebherve mepa 3aumume.

Kibyune peun: cajoep Hamaj, KpUTHYHA MHOPACTPYKTYpa, GUHAHCHUjCKU CEKTOP KTHPUYHE
MHPPACTPYKType, Mepe 3alUTHTe Of cajoep Halaza, cajoep KpUMMHAL.

VYBog

Kputnuna nadpactpykrypa npencraBba KpyLuujaaiHy cCerMeHT QyHK-
IVIOHNCamwa Jip)KaBe M [PYIITBA U Kao TaKBa CTaB/ba Ce€ HAa BPX JINCTe
IpUOpKUTETa Kajia ce ToBOPM 0 3aumTut. Kputnuna nHppacTpykTypa ce
CacToju Off BUIE Pa3INYUTHX CEKTOPA, Y 3aBUCHOCTHU Of pXaBe IO Jip-
aBe, amy BehnHa gp>kaBa 6u Mehy cexTopuma KputnyHe MHPpPaCTPyK-
Type HaBena 1 cektop ¢puHaHcuja. CexTop PuHaHCHja obyxBara Hu3 ¢u-
HAHCYjCKMX MHCTUTYLMja IOmyT 6aHaka 1 ocurypasajyhux kyha, a mehy-
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3aBUCHOCT CeKTopa (MHAHCHUja ca APYTMM CEKTOp)Ma HarjlallaBa HeolIl-
XOJIHOCT HeOMeTaHOT (PyHKIMOHNCama oBor cekTopa. Cajbep Hamaau mo-
CTa/IN Cy CBAKOIHEBHNIIIA Y JJAHALIbEM CBETY I7le Cy TOTOBO CBM IIPOLIEC
pana u QyHKIMOHNUCAmba AUTUTaNMN30Banu. Hampegak TexHomoruje omo-
ryhno je ynpas/pare HOB4aHMM TOKOBJMA I ITOJAIVIMA Ha CAMO HEKO/INKO
K/IMKOBA, a YIIPaBO Ty Ce OTBapa IIPOCTOp 3a cajoep Hamaze Koju morabajy
u ¢uHaHCKjcKe MHCTUTYLHMje. [IpenmeT oBor pajja mpencraBbajy cajoep
Hammaay Ha QUHAHCKMjCKe MHCTUTYIMje M aHa/Iu3a BUXOBOT yTMIAja Ha
(bUHAHCHjCKM CeKTOp KpUTUYHe MHPPAcTPyKType. PUHAHCHjCKM CEKTOP
KpUTUYIHE MH(PPACTPYKType HMpeACTaB/ba jelaH Off HajpamMBIjUX CEKTO-
pa Kajia Cy y IMTamy cajoep Hamafy CXOZHO MIPUPOAY IIOCTIOBamba, alu 1
YMIeHUIN A2 je HajBehm 6poj cajbep Hamama MOTMBMCAH (PUHAHCUjCKOM
mobuTn. PamuBOCT OBOT CeKTOpa KpUTHMYHe MH(QPACTPYKType IOACIIe-
meHa je cee BehoM gurntanusanyjom ¢puHaHCHja ¥ TOTOBO MOTITYHOM 3a-
BUCHOIIhY ceKTopa Off TeIeKOMYHMKAIL[MOHNX U MH(OPMALIMOHUX TEXHO-
noruja n nHPpacTpykrype. Cryamja crydaja paja 3acHUBA ce Ha aHA/IN-
3u mpuMepa cajoep Hamaga Ha LlenTpanny 6anky banrmapema, ,Capital
one” u ,,Iravelex” ¢puHaHcujcke uHCTHUTYLHje. Kpo3 cTyaujy ciaydaja oBa
Tpu cajbep Hamazja paj jjaje aHa/MM3y yTuliaja cajoep Hanajga Ha (UHAH-
CUjCKU CeKTOp KpUTUYHe MHPPACTPYKType IpoydaBajyhm gobpe, amm u
7IolIe TpaKce MpUMeeHe Y OBUM clydajeBuma. Kpos cTynmjy HaBeneHa
TPU CITy4aja pafy TeXMU IMpUKasuBamby MOCTIeNUIa Koje Cy cajoep Hamagn
Ipou3Benu Ha GMHAHCUjCKM CEKTOP, KAKO Ha MOjelnHaYHe NHCTUTYIV]e,
TaKo M Ha (puHAHCHjcKM cucTeM yomuTe. Takobhe, paj Kpo3 cTyaujy ciy-
Jaja aHa/IM3Mpa y3pOKe HacTaHKa cajoep Hamaja mnapmadehn nmorenunjan-
Ha pelllerba 3a 3alITUTY GMHAHCHUjCKOT ceKTopa. Yropebhyjyhn nojennnay-
He C/Iy4dajeBe U3 CTYAMje paji TEeXU IPOHATaXerby HajONTUMaTHUjUX Ha-
4yyHa yHanpebema Mepa 3amTnute of cajoep Hamajia, Kao 1 IpenBubamy
Moryhux mpasana y pa3Bojy cajoep Hamaja.

duHaHCcHje Kao feo KpUTUIHe MHPPACTPYKType
U purnTanusanuja puHaHCHja

Kao jeman op ocam cexkropa KputumuHe MH}pacTpykrype y Permy6mu-
1 Cpbuju, cektop puHaHCcHja je Takohe 6mxe oppehen Ypenbom 3a on-
pebuBame KpuTeprjyma KputndHe MHPPACTPYKTYpe M HAYMHY M3BEIITA-
Bamba 0 KPUTUYHOj MHPpacTpykTypu y Pemy6muy Cp6uju. Ha ocHoBy
oBe ypenbe 1oz GpMHAHCUjCKUM CEKTOPOM KpUTHYHe MH(PACTPYKType ¥
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Peny6munu Cpbuju cMatapajy ce cucteMn, Mpesxxe, 00jeKT MIN HBUXO-
BJI JIeJIOBY, A 4lije YHUIITEe e WK olnTeheme MoXe n3as3aBaTy 0361/bHIje
HOCTIefuIle Y BUALYy YTpOXKaBama MIN OTeXalba eKOHOMCKe CTaOMITHOCTH
npxase. OBfie ce yOpajajy nmpuBpefHa APYLITBA MONYT 6aHAKa MU OCH-
rypaBajyhux kyha, anu u cBUX OHUX IIPUBPETHNX APYIITaBa KOjU Y Jie/IaT-
HOCTV PMHAHCKja 3ay3MMajy 3Ha4ajaH yIeo Y CBOM JeTIOKPYTY IIOCTIOBAba.
Takobe, He Tpeba M3ocTaBUTK HU OpraHe [p)KaBHE yIpaBe IHOJ KOjuMa
ce nogpasymeBajy Ilopecka ynpasa, Ynpasa 3a Tpe3op, YipaBa LjapuHe,
Ynpasa 3a jaBHM [yT, AreHIMja 3a ocurypame genosnura u ap. (Cryxbern
rmacHuK Perry6nuke Cpbuje, 69/2022).

DuHAHCKjCKM CEeKTOP Takohe HyAu MIMPOK CHEeKTap yCIyra M IpOou3-
BOJIa KaKo IIOjeJUHIIMMa TaKo ¥ Koprnopanujama. CBaky 3Ha4ajaH Iope-
mehaj y ucopyunm ycayra Hocu ca cob60M 3Ha4ajHe eKOHOMCKe, COLujaI-
He U MOTeHI[MjaTHO MOMUTNYKe edeKTe Ha CTAOMIHOCT 3ajeqHuIie. Bax-
HO je HallOMEeHYTH! Ja je eKOHOMCKA CTaOIMHOCT OCHOB 32 HOMUTHUYKY U
BOjHy 636emHOCT (Dumitru & Ferarau, 2018). Ysumajyhu y 063up yse-
3aHOCT BEIMKMX NIPMBATHMX U AP>KaBHUX Ipefy3eha Ha perMoHaTHOM 1
MehyHapogHOM HUBOY, YK/by4uyjyhu Benmke cBeTcKe 6GaHKe, IOCIeHVLe
Koje omTeheme Wy yHMUIITebe (PUHACK]CKOT CeKTOpa KpUTUYHE MHPpa-
CTPYKTYpe JaKO Ipelasy TpaHulie U yTude Ha Jpyre seMbe. DuHaHCHjCKe
yCIIyTe Urpajy CylITUHCKY YOIy Y pacTy IIpUBpeJie I eKOHOMMje, Te CY Off
BITA/THOT 3Hayaja 3a OICTaHaK ip>kaBe. Ha ocHOBY oBora ciennm fia cy yc-
myre 6aHKapcKe MHAYCTpUje ¥ (PUHAHCHjCKOT CeKTOPa YOIIIITe Off BE/IMKe
BOXHOCTH 32 CBaKy fipKaBy (Somogyi, Nagy, 2021).

YBohemweM HOBY (PMHAHCH]CKUX TE€X/IOHOTHja, CTAPOMOJIHY HA4UH II0-
croBama GMHAHCY]CKUX MHCTUTYIIVjA 3aMeIbeH je yIoTpeOoM HOBUX TeX-
HOJIOWIKKX pemiea. OBO OJHOCK Ha JUTUTAJIHE T€XHOJIOTHje KOje MMajy
NOTeHIMjajl, OFHOCHO MOTYhHOCT fja TpaHchOpMUILy NpyXKame PUHAH-
CHMjCKMX YCITyTa, NOACTUILIAbe pasBoja HOBUX, WM Moaudukopamwa Beh
nocrojehux MOCTOBHMX Mopena, allIMKamyja, Ipoleca U IPOU3BOAA
(Pazarbasioglu et al, 2020). OBuM peluieruMa HOCTVDKE Ce JIaKa JOCTYII-
HOCT K/IVjeHTVMA, a/lil U TIOCTH3ame eKOHOMUje 001Ma, cBe To mpaheHo
HIICKUM TPOLIKOBMMA I BEIMKOM e(yKacHoIhy.

Jururanusanuja ¢puHaHCKja HACTaIa je MPUPOTHO KAO IMPOLYKT MO-
[lepHOT ApylTBa IpaheHor AUTMTAaIM3alMjoM M CBUX OCTAINX IIpolieca
CBAKOJHEBHOT (PYHKIMOHMCAa. [IUTUTANHN (MHAHCUjCKU CEpBUCHU CY
(bUHAHCHjCKM CepPBUCH KOje Ce OC/Iambajy Ha JUTUTAIHEe TeXHOJIOTH]e 3a UC-
HOPYKY 1 yroTpe6y off cTpaHe noTpomrayda. Jlurutanum GMHAHCHjCKU cep-
BICU JIOXKMBEIN Cy CBOjy €KCIIaH3Ujy yC/Ie[l MHOBAaLMja Y TEXHONIOTUjU U
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IOCTIOBHUM MofienuMa. JJurnrtanmusannja GMHAHCUjCKUX CepBMCa 3HAYA)-
HO yMamyje MoTelKohe y cBakoM KOPaKy TOKOM (PMHAHCHjCKOT IUKITY-
ca, Off OTBapama padyHa 10 HOTBph1Bamwa TpaHCaKIVja, /I ¥ Ay TOMATH-
3anyje APYyrux cnenuduyHmX Ipolieca, oIy, Ha IpuMep, poIieHa Kpe-
nutHe ciocobnocty (Pazarbasioglu et al, 2020).

Kaxko je gomno 10 ycke nmoBe3aHocTy n3Mehy MOilepHIX TeXHOJIOTHja 1
(bMHAHCHjCKMX MHCTUTYIVjA U YCIyTa, TaKo ce U popMmupao OuHTeK (eHT.
Fintech). ®unrek npepncraBpba uspas Koju objenumyje puHaHcuje (eHT.
Finance) u Texnonorujy (enr. Technology) u kopcucTyu ce 3a TeXHOJIOIIKA
pelera Koja Cy y cny>x6u ¢punancuja. PuHTek 06yxBara CBe aKTUBHOCTI
ozt MobuTHOT mnahama, TpaHcdepa, KpefUTHUX 0fo0pera IIyTeM MoOMII-
HMIX aIIMKalyja, I1a CBe 0 KPUIITO-BalyTa M MHBeCTHIMja y pobore. Pas-
BOjeM (pMHTeKa Cy ce y IoYeTKy 6aBuIe MCK/bY4YMBO eKCTEPHIU CapajHIULIN
bUHAHCHjCKMX MHCTYTYLM)a, ja 61 ce KacHMje VICTe OIpefenie 3a VH-
TEPHU PasBoOj y UMby CMalbelba TPOLIKOBA 1 HoBehama NHOBAaTUBHOCTI
(Goldstein, Jiang & Karolyi, 2019).

banke, anu 1 ipyre GMHAHCHjCKe MHCTUTYILMje IOYesie Cy fIa CBOje yC-
JIyTe Hyfje IyTeM MOOWIHNX aIlIMKaljuja, Kao 1 BeO-cajToBa. 3Hayaj 3a-
mTUTe (PMHAHCUjCKOT CeKTopa moBehaBa ce 3aje[HO ca OIICeroM U MOJep-
HM3AI[1[JOM BEerOBMX MOJIe/Ia pajia ¢ 0631poM Ha cBe Behy mopgxpameHoCT
OBOT CMCTeMa KOPHMCHMYKUM nofaunma. Kako 6m ce ucnparno 6p3 Ha-
npefak Hefonasehnx mpeTmy MoTpebHO je Ap)KaTu KOpak ca pasBojeM
TEXHO/IOIMja ¥ OUTM CIpeMaH Ha 6/1aroBpeMeHy peakuujy. 3amTura ¢u-
HAHCMjCKMX MHCTUTYLMja Off cajoep Halajja ce MOCTIKe CaMO KOHTUHY-
MpaHUM IpahemeM U BUIIECTPYKUM MepaMa 3alliTuTe PUHAHCHUjCKUX CH-
cTeMa.

Caj6ep Hamagy 1 Mepe 3alITUTe 07 cajOep Hamaja

Caj6ep Hammajy IpecTaB/bajy BPCTY HaIaja Koji 3a IM/b VIMAjy 3/I0Ha-
MEpHO OMeTame NN CaboTuparbe pajia padyHapa UM padyHAPCKMX Mpe-
Xa, Kpahy mwim yHuIITaBame IogaTKa MIN Ce Hallafl Ha payyHap KOPUCTH
y CBpXe HEeKOT Apyror Byuja Hamazga. IlocToju MHOLITBO BpcTa cajbep Ha-
Iaja, a BUXOB Opoj ce KOHCTaHTHO yBehaBa, Mel)yTUM OCTOjU HEKOMNKO
OCHOBHUX Tunosa Mehy kojuma cy Hajuenrhu ¢umvHr, paHCOMBep, AVIC-
Tpubynpano yckpahusame ycnyra (DDOS) u gpyre BpcTe ManBepa, of-
HOCHO 3/10HaMepHUX copTBepa. Cajbep Hamany ce Takobe y BelKoj Mepu
PasJIKYjy 11O CBOjOj COPUCTULMPAHOCTH, IPK 4eMy cajoep KpMMUHAIIIIN
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nokpehy kako HacyMudHe, Tako U IM/baHe Hamajie Ha npenyseha, ogHOC-
HO KOMITaHUje.

Ca HeKOr HmMper acIeKkTa, cajoep Hamaje MOXXEMO, Ha OCHOBY MeTe,
KMacuuKOBaTH y HellW/baHe U Iy/baHe. Henmbany Hamay QyHKIMOHN-
1Ty 110 IPMHIVITY 06MMa, OBHOCHO Hallajiad Iyba mto Buile ypehaja. He-
PEKTKO Ce OB HaIla[M M3BOJie Y3 ToMoh Ipupoyie, OHOCHO OTBOPEHOCTH
nHTepHeTa. Kao nmprumMepy oBakBUX HaIlafia yITTaBHOM Ce jaB/bajy (UILNHT,
pamcoBep 1 cKeHupame. Llwbann Hamayu jecy TakBU Jja Hamaziad Ha yMy
MIMa HeKy KOHKpeTHY OpraHusanyjy mm oco0y, win je mahes sa umpame
ucre. OBaKBYU HaIlafy M3MCKYjy BpeMe 3a MpUIpeMy Kako 61 ce IIpoHa-
I1a0 Haja/ileKBaTHMjU HA4MH 32 IIOCTU3albe YCIeNTHor Hanaaa. Takobe, oun
npefcTaBbajy u Behy npeTmy ¢ 0631poM Ha HuBo npumnpeme. Hajuemrhn
o6mMUM IV/bAaHMX HAllafia jecy QUIINMHT, IOAMeTame OOTHETOBa, alMy 1
nofiMeTame y MaHIy cHabfeBama (Biju, Gopal & Prakash, 2019).

MHornu ayTopu ce ClIaxy Jja ce cajoep Hamaay MOry KlIacupMuKoBaTi Ha
cnenehu Haymn:

1. ¢uumHr;

Hamaj yckpahmBameM yciyra;
ymorpeba 60ToBa;

criam;

»4OBEK y CPelIVIHI MeTOJa;
crrypuHr;

nornyke 6omoe ;

MajBepH;

SQL injection;

10.Hamay Ha TO3UHKY.

O X© NG LD

Mepe 3amutute of cajoep Halajja ce MOTY IIOJIe/IUTH Y HEKOJIMKO BPCTa
Kao U caMu Hamajy, MehyTuM Ba)KHO je HaIlOMEHYTM Ja KajJa TOBOPMMO
0 MHAHCKjCKUM MHCTUTYIMjaMa U (MHAHCUjCKOM CEKTOPY YOIIIITe OBe
Mepe 1Majy Behy TexHy 1 0361/bHOCT TVMe ITO Cy npaheHe MHOro6poj-
HIIM CTpaTeryjaMa U IJIAaHOBMMaA 3aIlITHTe KOjuMa ce oBe Mepe e(puKacHO
KOPAMHUPAjy U IU1aHKpajy. [IpeBacxogHO HEOIXOAHO je 06jaCHUTY OCHOB-
He BIUJIOBE 3alITHTe Of cajoep Hamaja.

Mepe 3amTuTe MOTY C€ MOJENNTH Ha:

1. aHTU-BUPYCHU NIPOTpaMIu;

2. 3alITUTUHU 3U[;

3. ayTeHTMKaIMja;

4. KOHTpO/a IPUCTYIIA;
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5. eHKpuIIVja IOfaTaKa;
6. cerMeHTalVja MPEXe;
7. PemoBHO axypupamwe codTBepa.

[Topen ropeHaBefeHNX Mepa KOje MOXKeMO CBPCTAaTH Y TAKTUYKe, Of-
HOCHO TIPaKTUYHE Mepe, BAXXHO je uctahy 1 3Hayaj CTpaTernjcKux Mepa.
Crparernjcke Mepe ce ogaoce Ha (NIST, 2018):

1. pa3Boj u nsrpajma 6e306eTHOCHUX MOMNTHKA;

PasBoj U UMIUIeMeHTaLMjy 6e30eJHOCHIX MOMNTIKA;

obyuaBame U eIyKallljy 3all0C/IeHNX;

U3rpafiky ,,Zero trust” KyaType;

ycknaheHocT ca Meh)yHapoHIM U Ip)KaBHUM pery/aTiBaMa 1 CTaH-
HappuMa.

AR

Caj6ep Hamap Ha IIeHTPANHy 6aHKY
banrnagema

Cajbep nanap Ha Llentpanny 6anky banrmagemra 2016. rogyse moTpe-
cao je rmo6amHy GUHAHCKUjCKY CUCTEM IO HEroBUX TeMerba. Y debpyapy
2016. rogune, Ilentpanna 6anka banrmagerna, foxxmBena je cajoep Hamazg
TOKOM KOjer Cy Hallafla4yl MOKYIIaIN a YKpaAy 951 MuaMoH ponmapa ca
EHOT payyHa pesepsn y Ibyjopuikoj 6aniu ¢pepgepanuux pesepsu (OPE).
Hamapaun cy ycrenu fa ce HEIPUMETHO YBYKY y Mpexe O6aHKe u goby o
cucreMa Mpexke 3a CBeTcke Mebhybankapcke puHaHCHjCKe TelTeKOMYHU-
kanyje (CBUOT) (Bukth & Huda, 2017). Moxe ce 3ak/pyunTn fa je Beh
IpBa MMHYUja ofbpaHe OWIa JIOle ITOCTaB/beHa, OAHOCHO Ja 3aLITUTHU
HIje aZleKBaTHO OJMUIPA0 CBOjy Y/IOTY U JIOLUIO je JO HeojaliheHor yma-
ma y cucteM. KacHuje je orkpuBeHo fa ,,Dridex” mansep je kopumnrhen 3a
Hamaz. Y OCHOBM, Hamajauy cy 6uau y moryhHoctu fa ce kpehy 6o4no
yHyTap Mpexxa 6aHaka u ia y3 moMmoh KoMaH/i ca CBOjuX KOMaH/{HO-KOH-
TPOJIHMX CepBepa KOMIIPOMUTY]jY aAMUHICTPATOPCKe KpefeHIIjaste 1 JC-
KopucTe MX 3a Hanap (Mapoka, Zuva & Zuva, 2019). Yetspror ¢ebpyapa
2016. roguHe, HanagA4M Cy MOC/IAIN TPUJiECeT IeT JIAKHIX 3aXTeBa 3a UC-
IJIaTy y YKyIHOM M3HOCY off 951 mumuon gonapa ®EJI-y (Bukth & Huda,
2017). ®E]] je 610 onpemM/beH CUTYPHOCHUM IIPOTONMKOMA KaJia Cy y -
tamy 6mte CBVOT tpancaknyje. Of yKymHOT 6poja MPUCTUIINX 3aXTeBa
Ol CTpaHe Hamajiaya, TPUMECEeT je YCIIEIIHO 3ayCTaB/beHo, MehyTum, met
TpaHCaKIyja Cy ycIlemHo obpabeHne, mTo je pesynTupano npedannpameM
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81 munmmona op ctpane ®E]I-a Ha Mmehynaponue pauyne. [Toctasspa ce -
Tame KOJMKO je euKacaH OMO CUCTeM KOHTPOJIE 3aXTeBa 3a MCIUIATY U
npebanyBame HoBIa. HoBaly je y BeoMa KpaTKOM POKY IIPOIIA0 TOKOBE
TaKO3BaHOT ITpama HOBIA Te je 3aBPILINO Ha padyyHMMa Ka3yuHoa Ha Pun-
nyHnMa. [Ipernocrassba ce Aa je mpeHOC HOBIA Ha OunMIHe BEpPOBATHO
usabpaH 360r CTpOrux 3akoHa 0 6aHKapcKoj TajHocty u usyseha kasuna
13 3aKOHa ImpoTtus npama HoBua (Bull Jr & Fincannon, 2024). HapasHo,
HIOCTIefyLIe OBOT cajbep Hamaja 61 BepoBaTHO O1jIe Marbe Jia je KOHTpoIa
TpaHcakiyja ka GumnuHNMa 61ta cTpoxke ypehena HapounTo xaga cy
ycMepeHe Ka Ka3MHOMMa ¥ CIMYHMM BJUIOBMMA IIOC/IOBAbA.

IlenTpanua 6anka banrnazgena je y To BpeMe IocefjoBasa IITaMIIad MH-
CTa/MpaH U MOoJiellieH TaKo fia ayToMarcky mramina cee CBVOT rtpancak-
nuje. MebyTtum, xaga cy Hajgmexxuu 5. pebpyapa 2016. rognue, pagumm
PYTMHCKY IIPOBEpy MPUMETIIN CY Jja IITaMIIad Hyje OALITAMIIA0 HUIITA
Off IPeTXOHOT AaHa. HajiexxHn cy moyeTKy cy MUC/ININ [ia je Y IUTakbY
Mamby TeXHUYKY IIPpOoOIeM, aly a/buM cariefjaBa/beM CUTYalluje 1 Ipo-
6rema, oTkpunu cy nopyke tpancdepa Hosua nocnare GEJI-y (Bukth &
Huda, 2017). Kao pnomatHa Mepa ompesa M IPefOCTPOKHOCTU O6mIo 6u
yBobeme 6apem jou jegHor mramnaya 3a CB/®T tpancakuuje Te 6u mu-
XOBa HEYCaI/AIIeHOCT C/Ia/ia CUTHAI /1A je y IUTakby HeIIPaBUTHOCT LITO 61
IpefyIpeanIo pasBoj cajoep Hamaa Ha BUILY HMBO. Y/IOXKEHU Cy HallOpK
3a cTymame y KOHTakT ca DE]JI-om, kako 61 ce 3aycTaBumio mnahame, anm
360r BpeMeHa Hamaja 6mIo je IpekacHo 1 6aHKa je uarybmma 81 MuimoH
Ioapa Ipe Hero LITO CY YCIe/M ia CTyIe Y KOHTAKT ca wyMa. Hamagaun
CY MCKOPUCTIWIN cTaboCTH y 3amrtuTy cucrema llenrpanne 6anke banrma-
Zella, Koja je KopyucTtuia jepTuHe mpekupade off 10 fomapa 3a moBesuBame
padyHapa ca CBV®T mpexxoMm, a Kao gofaTHa c1abocT 6aHKa HUje nMaa
agexBartad samTuTHy 3up (Bukth & Huda, 2017). AnekBaTHa, KBajauUTET-
Ha OIlpeMa Koja ufie Y KOpaK ca pa3sBojeM TEXHOJIOTMje HEOIIXO/IHA je KaKo
6u ce cajoep Hamaay monyT oBor npenynpena. HeagekBaTHO KOHUTY-
pucame 3alITUTHOT 3Y/ja CaMO je OTBOPWIO BpaTa HalajladyMa 3a y/aas y
cucteMe OaHKe, Te je HEOIIXOIHO OM/IO aleKBaTHO QKYpUPATH U IIPaTUTH
KaKo QM3IMIKe TaKo 1 cajoep Mepe 3alITHUTeE. YIaralbeM Y CpeficTBa U Mepe
3amTuTe, GMHAHCHjCKe MHCTUTYIVje ce LITUTe Off Behux TpouIKoBa Hero
mTo OV M3aNM 3a Mepe 3aLITUTe OV

[I/pauka [lenTpanue 6anke banrmagena mociaysxuna je Kao ouITap moj-
CeTHUK Ha BO)XXHOCT cajbep 6e30eqHOCTI y 6aHKapCTBY U (PMHAHCHjCKOM
cekropy yormte. OBaj morahaj je mopcTakao gpuHaHCHjCKe MHCTUTYIje
IIVPOM CBeTa Jja IPEeNCIINTAjy 1 H060sblIajy cBoje Mepe 3artute (Mapoka,
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Zuva & Zuva, 2019). LlenTpanna 6anka banrmajemnia je mpegysena Kopake
Zia ojaua CBOje Mepe cajoep 6e36efHOCTI ¥ 3aIUTUTE U TT0O0JbIIIA MHTEPHY
KOHTPOJTY KaKo O cripeunsia cim4He nHyzente y oynyhunoctu (Mapoka,
Zuva & Zuva, 2019). ViHunzgeHT je Takohe pe3ynTupao m 3aolmTpaBamy
AuIIoMarckux opgHoca naMebhy banrmagema n @umnmnmaa. Kako je 3Ha-
JajaH Jie0 yKpaleHMX CpefiCTaBa OIPaH NpeKo GYIMIMHCKIX Ka3UHa, TO je
moserno o MehycoOHux nperosopa o MehyHapomHOj capafmy 10 NUTABY
ucrpara o cajoep snmounnuma (Karim & Hasan, 2021).

Caj6ep Hanap Ha 6aHKY ,,Capital One”

Ynpkoc 3HayajHUM M3JaLMMa y Mepe 3allTUTe Kao ¥ MHPOpMaLNo-
HY MHQPacTpyKTypy yormuure, koMrnanuja ,Capital One” je y jymy 2019.
rofi¥He OTKpM/IA JIa je IOUIIO 10 cajbep Hamaja, Ipu 4eMy Cy OCeT/bU-
BU TIOfJaIlV K/IMjeHaTa Oy M3/10)KeHn HeoBnantheHoM nmpuctyny. Kom-
IaHMja je Y CBOM jaBHOM CAOIIILTEY M3jaBM/Ia KaKO je Halajad yCreo
fla Ipu6aByU IMYHE MOJaTKe K/IMjeHaTa ITyTeM HeoB/IamheHor NpuUCTyTIa,
a KOju Cy IOBe3aHM ca KOPMCHMYKUM KpeguTHUM KapTuuama (Novaes
Neto et al, 2020). Crry4aj oBor cajbep Hamajja ImokasaTesb je ga ¥ moper
BIICOKMIX y/Iarama y MOfIepHa pelllerha MOTIYHa 3alITUTA Off cajbep Hama-
Ia je Hem3BecHa. KoMmanuja je HaBena fa Cy KOMIIPOMUTOBAHM MOJALN
VICTH TIOflallM Koje 6aHKa yoOudajeHo NPMKYI/ba TOKOM IIpolieca OTBa-
pama payyHa MM M3JlaBama KPeJUTHMX KapTUIa, YK/bydyjyhu nmeHa,
ajipece, IIOIITAaHCKe 6pojeBe, 6pojese TenedoHa, afjpece eNoIITe, aTyMe
pobema u mpujaB/beHN IPUXON, KA0 U IOJAIM O KPeUTUMA, TMMUTIMA
u cmmyHo. HeopnanrheHy mpucTyn MYHNM HojaluMa je IOTOAMO OKO
100 munnona nojeguHana y Cjenumenum [Ip>xaBama 1 0KO 6 MUIMOHA Y
Kananu, ykpyuyjyhu u napopmanuje mamux npepgyseha. Komnannja je
OTKpMIa Hamaj, 3axBabyjyhu cBom IIporpamy ofroBopHOT OTKpHMBama
nozataka 17. jyma 2019. roguue. MehyTum, koMnaHuju ce 3amepa IITO
Hamaj, Huje 610 OTKPUBEH KPO3 pefloBHE ollepalyje y OKBMPY IIpolie-
nypa cajbep 6esbenHocty, Beh je 3a To 6una moTpebHA MHTEPBEHIUja
CIIOJBHOT JINIIA KOje je Iy TeM e-IolTe 06aBecTmnIo 6aHKY fla Cy Mofann
KIMjeHara foctynHn Ha ,GitHub” crpanunm (Novaes Neto et al, 2020).
[TocTaBipa ce muTame Jja 1 Ce yIaj MOrao OTKPUTY Ha IPYTY HA4MH Kao
TO Cy 6e36efHOCHA CKeHNpama, WM IIperyiey u npaheme 1oropama u
IPUCTYTIA Y cucTeMe OaHKe.
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banka je y caommremy 3a jaBHOCT M3jaBuIa ja Cy KOMIIPOMUTOBaHMU
nozany 6y muppoBaHy, any je Takohe Mpu3HaIa fIa je yciep ymajga y
CHCTeM IOCTojaa MoryhHOCT #a cy momanu pemdposanu. banka Huje
Jana usjaBy o 28 Tome Kako je fo ymaja gomno. @B je yxancnuo Ilejir A.
Tomricon, xeny n3 Cujetna, 300r xakoBamwa cepsepa Koje je ,,Capital One”
usHajmMmo y o6maky (Novaes Neto et al, 2020). VicTpaxxurerbu ¢y yTBpAUIN
na je TomIicon pannmje pagya y KOMIaHUjI 38 paYyHAPCTBO y 00/IaKy umjn
Cy cepBepy IPOBa/beHMU, & MeUji Cy 6p30 UEHTU(PUKOBAIN KOMITAHW]Y
Kao ,Amazon Web Services” (AWS), npema wenoM ,,LinkedIn” npoduny
(Sandler, 2019). ToMmcoH je KopucTuna copTBEpPCKM ajaT 3a CKEHUpPambe
KOju joj je oMmoryhno na npeHTHdMKYje cepBepe ca MOrPeUIHO KOHPUTYpH-
CAaHUM 3aIITUTHUM 3JOBUMA, IITO jOj je OMOTYRM/IO Ia M3BPILIV KOMaH/e
u npuctynu cepsepuma (Khan et al, 2022). Y cimyqajy oBor cajbep Hama-
7ia, Kao U y Cay4ajy Hamaga Ha llenTpanHy 6anHky Banrmajera, Moxe ce
3aK/BYYMTHU BOXKHOCT JOOPO KOH(UTYpMCAHOT 3aLITUTHOT 31/a Kao IpBe
NMHYje ofOpaHe Off Hamasa.

Haxkon oBor nHI1MzeHTa, ,Capital One” nmpenysuma Mepe y nupy 6orbe
3alITUTE U VICIIpaB/baha paHUjuX mpomycta. Takobe, oHM yBOfe M OCH-
rypame of Kpabe mopgaraka 3a cBoje K/IujeHTe YMMe ce Jlaje Ha 3Haydajy o
CBECTM 030M/bHOCTM MHIUJIEHTA KOju ce oroano. CucreM 3aIutuTe 6aHKe
HallapaBlo je HEKOJIMKO Tpellaka Koje cy oMoryhmie oBaj cajoep Hamap.
[Toper momeHyTOr j101Ie KOH(UTYPUCAHOT 3AIITUTHOT 3W/ja, Off BEVMKOT
3Ha4aja je orpaHnunuty IAM yrnore u mo30Bo/e Koje OHe HOCe. JeflaH of
OCHOBHMX IIPMHINIIA cajoep 6e30eHOCTH, any U KOpIopaTuBHe 6e36en-
HOCTM HapylleH je 29 yBobhemeM yore Koja MMa U3yTe3HO BeMKa IIpaBa
u npucryne (Khan et al, 2022). Hamomume ce 1a je of K/byYHMX HOCTY/IA-
Ta yCIIelIHe cajoep 3allTUTe TO fia 3aII0C/ICHN VIMajy IPUCTYII CaMO OHUM
HOfjallIMa, Y OHOM O0OMMY, KOjii Cy My HEOIXOJHM 32 006aB/barbe PagHNUX
3ajjaTaka.

Caj6ep Hamap Ha ,,Iravelex”

»lravelex” je KOMIaHMja crenyjaaM3oBaHa 3a pasMeHy BalnyTa U Qu-
HaHCMjCKe TpaHCaKLyje OoCHOBaHa y JIonoHy y Benukoj bpuranuju. ¥V me-
11eM6py, 31. meem6bpa 2019. roayHe KOMIIaHNja TOKMB/baBa cajoep Hamaz
PaMcOBEpOM LITO je [OBENIO JI0 BeMMKMUX (PUHAHCUjCUX, a/lu U TyOuTaKa
y noBepemy KinjeHara. Ilojennan ayTopu cMarpajy fia je MpoIycT y Of-
OpaHu off cajbep Hamaga CTBOpPEH HEPEOBHUM I HeaJeKBaTHUM aXKypu-
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pameM CHCTeMa IITO je CTBOPWIO PamMUBOCTH Ha CUCTeMY U oMoryhmsio
Hama/jad1Ma jja u3Bpiue yrap u kpahy nogaraxa (Lalisang, 2020). Hanaga-
4y cy 3a bu-bu-Cu TBpanm na cy npeysenn net rurabajra ImoBpebUBUX
nHpopManymja, ykpydyjyhu maryme pohema kimjeHara, mopgaTtke o Kpe-
AUTHUM KapTunama u 6pojese conujanHor ocurypama (Novak, 2020), a
3a OTKYTI JOKyMeHaTa Cy Off KOMITaHUje TPaXVIN Jia TJIaTy IeCT MUIVO-
Ha Jjo/apa Kako 6u ce cucteMy oMoryhuim 3a IMOHOBHO pajj U CIIPedniio
Iypeme yKpafieHux rnogaraka Ha Mpexxy (Nish, Naumann, & Muir, 2022).
Pasyor ycnenrHocTyt Hamajja JIeKM y 3aKpIM pamMBOCTY KOjy KOMITaH-
HIja IMIUIEMEHTVpaa Ha CBe CepBepe I TVMe je OTBOpIIIA 3a YIIai CII0/ba
(British Assessment Bureau, 2020).

Kako 6u ogbpana of cajoep Hamazia 6uta epykacHa HEOIIXOLHO je TIpK-
MEHUTH je cBeoOYXBaTHO Ha CBUM ypebhajuma 1 KOMIIIETHOM MpeXHOM
cucremy. He mpumemnBame 3akprie 3a pamMBOCT Ha CBMM CepBepMMa
KOMIIaHMja je Takopehy noxxennena JoOPOROLUUINITY 3a CBe HEMTOXKe/bHE I0-
cte. CaHUpame PamUBOCTI 3aKPIIOM je 06aB/beHO HEKOMNMKO Mecely Ipe
caMor Haraja, anu je To ypaheHo caMo Ha jefHOM Off cepBepa KOMIIaHuje.
PamuBocT Ha Mpexxu omoryhma je Hamajgady npucTyn 6e3 Hajora u y1o-
3MHKe, Kao 11 MoryhHocT fia ce BunepakTopcka ayTeHTuduKanmja ucKpy-
41 11 JO3BO/MM HeoMeTaHa kpaha n kpunrtoBamwe nopara (British Assessment
Bureau, 2020). Komnannja je ycmep npekuja paja CBUX CICTeMa TPaHCaK-
IVIOHe oIlepalyje mpebaluia Ha paj 0I0BKOM U aMpPOM. Y TMIIAj Harazia
IPOIIMPUO Ce Ha IIMPOK CHeKTap 6aHaka Koje Cy ce Oc/Iamajie Ha KOMIIa-
HUjcke fieBusHe yoryre (Nish, Naumann, & Muir, 2022). Hamag je nsassao
IpeKuze y pafly y Tpajamy of Mecel] JaHa, a 0C06/be MOBPeMeHO HIfje MOT-
JI0 Ia KOPUCTH KoMIjyTepe fa mpatu 30 TprosuHy BanxyTama. Pemeheme y
pajy 6aHaka HOCYU PU3MK Off YTUIaja Ha QYHKIMOHNCabe PUHAHCUjCKOT
CeKTopa Kao fienta KpuTnyHe MHPpacTpykrype. IlocTaB/pa ce muTame mrTa
6u ce moropmio ja je cajbep Hamaj Ha KOMIIAHWjy MIMao yTUI[aja Ha CBe
OaHKe y fpXkaBy WM Ha Buile Behux rmo6anHo ¢ 0631poM Ha TO KakBa
je mpupopa paja oBe KoMmnaHuje 6ura. Hamagaun cy Kopuctunm nusyser-
HO eMKacaHy BapyjaHTy paMcoBepa 1oj Ha3nsoM ,REvil” opjeHTncanor
Ka (pUHAHCHjCKUM MHCTUTYIMjaMa. VI3BelTaju npouemwyjy Aa je Hamaj Ha
Kpajy KOLITao KoMIaHujy ckopo 30 mmumona fonapa (Nish, Naumann, &
Muir, 2022).
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ITocnepuue cajéep Hamaga

Caj6ep Hamap Ha LlenTpanHy 6anky baHrmagema y3apmao je ceet gu-
HaHcyja. [lopen orpoMHNMX QUHAHCKjCKUX ryOUTaKa 1 IIOKA 3a TP>KMIITEe
¢duHaHCHja, OBaj Hamaz 10BeO je U 10 peBu3ja 6e30eTHOCHUX Mepa U IIpo-
TOKOJIa, jayama MehyHaponHe capaiibe U 110jaYaHOT y/larama y HalpegHa
TEXHOJIONIKA pelllerha 3a 3alITUTY KaKo M Ha HUBOY MHCTUTYIIMja, TAKO U
Ha II0/by BUXOBe MelycoOHe capaime ¢ 063MpoM Ha 3ajefHO Ipaje BU-
cokoympesxeH cucteM (Karim & Hasan, 2021). Kaga ce roBopu o cinyuajy
cajbep Hamapa Ha ,Capital One’, Mmoxxe ce pehn fma je To mpaBu npumep
HapylllaBama IPUBATHOCTY NoAaTaka. HecyMm1BO fla JaHAIIbY HaYMH
GbyHKIMOHMCaka JPYIITBA 3aXTeBa BUCOK HUBO IIOBEP/BMBOCTY IMOfIATA-
Ka, a 1a ce MOjefMHIY C/IaKY /1A je 3alITUTA IHIXOBYX MOlaTaKa IPUOpHU-
TeT MOC/IOBama CBUX MHCTUTYIVja, a HApOUNTO PprHaHCKjcKuX. Hapyma-
Bambe IPUBATHOCTY IOfjaTaKa HOCK ca COO0M MHOTOOpOjHE IOC/IeAnIie 0
buHaHCHjCKe MHCTUTYIH]e, carefjlaHo u3 Buile yrmosa (Siddique, 2019).
[Tocnepuie n3asBaHe cajbep HamagyuMa Koju cy (okycupanu Ha kpaby
nofjaTaka TakBe Cy JIa je pU3MK Off IIPeKIJa MOC/IoBamba Man HeMoryhHo-
CTU paja PMHAHCHUjCKUX UCTUTYIVjA U3y3€THO BEMUKU. 3aBUCHOCT ApYy-
TUX CeKTopa KpUTu4He MHQpacTpyKType of HyHaHCHjCKOT CeKTopa Io-
cTaB/ba (PMHAHCUjCKM CEKTOP Ha TaKBY ITO3NIIN)Y fIa je HapylLIaBame paja,
YUY TIPEKWJ, Pafia OBOT CeKTOPa 030M/bHMjM HETo IITO ce YnHM. Vako ce He
YJHY Jja Hamaj| Ha jefHy pUHAHCHMjCKY MHCTUTYLV]y MOXKe 6UTH moryban
II0 YNTAB CEKTOp, Tpeba HAIlOMeHyTU fla Cy GMHAHCUjCKe MHCTUTYIHje
Zieo ro6anHe MpexKe pMHAHCYjA U Ia Ce PabUBOCTY je[THOT CHCTEMa JIAKO
MoTy ped/IeKTOBaTH U Ha OCTaJie MHCTUTYLUje, a CAMUM TUM U Ha YUTABY
mpexy (George, Baskar & Srikaanth, 2024), mrro cBakako ja cydaj cajoep
Harazia Ha ,Iravelex” morBphyje. bumo ma ce pagu o usaBajajy cpencrasa
3a M3Tpajl/by HOBUX 3PaBCTBEHMX KANlALUTETA, VU Y/Iaramwy y 3alITUTY
KMBOTHE CPeJVHE, Y JaHALIBIUIN HOBAII je jeflaH Off K/byYHMX IIOKpeTaJa
rOTOBO CBake akTMBHOCTU. HemohHOCT pasia pmHaHCKjKUX TOKOBA, MU
KOMIIPOMUTOBaMe MCTUX IOBOAM [I0 HapyllaBama paja OCTaNINX CEKTOpa,
a TYMe U yrpoxkaBama (PyHKIMOHMCama Ap>xkase yommre. Cajoep Hama-
au Ha (PUHAHCKjCKe MHCTUTYIMje MOTy OMTHU M3Y3eTHO pa3opHM, KaKo 3a
caMe MHCTUTYIMje, TaKo 1 3a mpy puHaHcujcku cucteM. Carnegasajyhn
CBaKy Off TpM CTyAuje caydaja obpabheHe y pagy, Moxke ce 3aK/by4UTH Ha
HEepeTKO BeOMa CUTHE TpellKe U HellaKiba y 3allTUTH Off cajoep Hamaza
IOBOfie 10 pa3opHMX nocreania. Cajoep Hamaay 4ecTo JOBOJIE 1O OTPOM-
HIUX (MHAHCUjCKUX I'ybKTaKa, HapyllaBama [OBepema KljeHaTa 11 3Ha-
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YajHMX NpeKnpa y nocnosamwy. Hamagy nomyT oHor Ha lleHTpanHy 6aH-
Ky banrmagema v ,,Capital One”, amu un ,Travelex” orkpusajy cmaboctu
y 6e36efHOCHNM CHCTeMIMa, ITO MOXKe IOKPEHY T JIAHYAHY PeakIujy y
(bUHAHCY]CKOM CEKTOPY, jep jefaH MHIVIEHT MOXKe YTPO3UTH U IpyTe UH-
cTuTynuje Koje cy geo ucror Mehynapogsor cucrema. OBa Bpcramelyysa-
BJMICHOCTM 3HA4M Jja je jeffHa PambMBOCT Y CUCTEMY IIOTEHIMjaaHa IPeTHha
3a 1eny GuHaHCKjcKy Mpexy. Mehytum, cajoep Hamanu Takohe genyjy kao
CH@)XaH IOKpeTay 3a (QMHAHCUjCKe MHCTUTYLMje a YHAIpene cBoje 6e3-
6emHOCHE Mepe U jadajy MehycobHy capanmwy. Cajoep Hanap Ha Llentpan-
Hy 6anKy banrmagema norcremmo je MehyHaponHy capazmby, alnm 1 CBeCT
0 moTpebM 3a aJleKBaTHOM OIEPMOM 3alLITUTE KOja IPATU TPEH/IOBE Pa3-
Boja Hamaja. Takobe, Hamagy nopcTudy 6aHke 1 fApyre GpUHAHCKjCKE MH-
CTUTYLMje Jla Y/IOKe BUILE y pa3Boj HAIPEJHNX TEXHOJIOIMja 3a IPEBEeH-
IVIjy U OTKpUBame cajoep MpeTmdy, Kao U Y 00Ky 3alI0C/IeHNX y 006/acTu
cajoep 6esbennocTu. Caydaj ca HarmazgoM Ha ,,Capital One” ca gpyre cTpane
IIOCTY>KMO je Kao OIITAp MOCETHNK Ja ¥ MOpefl MOfilepHM3alje Mepa 3a-
IITHTE JbYZICKA YJIOTa UTPpa K/by4aH GakTop Kpo3 oppehuBame yiora mpa-
Ba ) TIPUCTYTA y oArosapajyhoj mepu. Ilopep Tora, mocrojame cBecTu o
3aje[HIYKOM PM3MKY IIOIIYT C/Ty4aja ca ,lravelex” KOMIIaHIjOM TOBOSY 1O
no6o/pllaHe KOMYHMKaNMje 1 KoopayuHaiyje usMmely mHctuTynuja, mro
3a I[Wb MM Pa3BOj 3aje[HNYKIX CTaH/AP/a U HAjOO/bIUX MPAKCH Y 3AIITH-
T PUHAHCHjCKOT CeKTopa. Vako cajbep Hamagm HOCe PU3MK Of IIpeKu/a
IIOCTIOBamba M MOTY 030M/BHO YIpo3uTy GMHAHCUjCKe MHCTUTYILMje, OHN
Takobe ciy>ke Kao Karanusarop 3a TpaHcopmanujy 6e36efHOCHUX O -
TUKa 1 npakcy. PUHaHCKMjCKe MHCTUTYLIMje TTOCTajy CBeCHMje moTpebe 3a
3ajeHMYKUM [Ie/IOBAbEM 1 YIaTalheM y CUTYPHOCT CUCTEMA, YMMeE jadajy
CBOjy OTIIOPHOCT Ha 6yznyhe npeTme u jonpuHoce CTaOMIHOCTY ITI06A-
HOT (PMHAHCHjCKOT CHCTEMA.

IToTreHnmjanHo penrerme 3a NO6ObIIAHE
Mepa 3alTuTe of cajoep Hamaza

Kaxo 6u Mepe 3amrute of cajoep Hanama 6ye epykacHe v IpaBoOBpe-
MeHe TIOTPeOHO je ycarlacuTyi ¥ pasByjaTy BUIIE CErMeHaTa Mepa 3alliTH-
Te. HeonxoHO je mpaTuTy TEXHOTOUIKY HAIIpefaK 1 OUTI Y KOPaK ca UM
KOJIMKO rof je To Moryhe. ITox oBuM ce nmogpasymesa u yrorpe6a Berray-
Ke VIHTe/TUTeHIMje ¥ HOBOPa3BUjeHMX ajaTa. 3acTapene TeXHOJIOTje, WIN
IITe/[ba Ha KBAJIUTETY TEXHOJIOTH]ja, MOTY 1a3a3BaTy MHOTO BHUIIIE IITETe
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Hero 1ITO O KOIITa/a UMIUIEeMEHTAlMja HOBYX TEXHO/IOTHja MITO MOXKe-
MO BUJIETU Ha IIpMMepy cajbep Hamazia Ha 6aHImagemky 6anky. Ca gpyre
CTpaHe, yloTpeba HOBUX TEXHOJIOTHjA 11 pelllerba MOpa OUTY UCIIUTAHA U
npoBepeHa Kao curypHa. Ha npumepy cajoep Hamaza Ha ,,Capital One” mo-
KeMO BUJETH [ja MAKO Cy IPUMEHIIN PeIaTHBHO HOBY TEXHOJIOTH)Y CKIa-
AUIITea y 00/1aKy, CUTYPHOCT 3aKyIUbeHe YCIyTe Hiuje 611a Ha OfroBa-
pajyhem HuBoOY. [loK je ciy4aj ca cajoep HanajjoM Ha ,, Iravelex” mokasarerb
mia 6e3 0631pa Ha BUJ, TEXHOJIOTYje KOjU ce KOPUCTH, YKOJIMKO Ce He IIpH-
MeHI CBeOOYXBAaTHO U IIPAaBOBPEMEHO He aXXypHpa CUTYPHOCT Off cajoep
Hamaja je ynurtHa. [lopep ynarama y HoBe TeXHOJIOTMje U IbMIXOBO MCIIUTH-
Babe, K/by4Ha je U efyKallija 3all0C/IeHUX O cajbep HamaguMa 1 HauuHU-
Ma samruTe. HapaBHO, HEM30CTABHO je Ja Cy y IUTamby KOHTUHYMPaHe U
IIpaBOBpeMeHe 0OyKe y3eBIIN y 063up Op3 1 CTaTHM Hanpenak MHpopMa-
IIMIOHUX TeXHOJIOTMja. PasBujame cBeCTU KOJ 3alI0CTIEHNX 1 CTBapame Ta-
KO3BaHe Ky/IType HY/ITOT II0Bepemba (eHT. Zero Trust) mpefcraB/bajy OCHOB
3a YCIEIIHY 3aIlITUTY of cajoep Hamaza. Ha nmpumepy ciyuajy cajoep Ha-
naga Ha ,Capital One” MoXke ce 3aK/bYy4NTH I je HEOIIXOAHO Pa3MOTPUTH
VI CUCTEMATVYHO Jiefle/bUBATH IpaBa IPKUCTYIIA IOAALMMa Ha OCHOBY paji-
He MO3MIIMje, TaKO f1a 3alOCTIeHN MMajy MPUCTYI CaMO OHUM IOfaIiMa
KOj/IMa je HeOIXOJHO 3a oOaB/bame paJHNX 3ajaraka. Takobe, yBobheme
IBOCTPYKe ayTeHTUKaluuje Takohe ce Mo>ke cMaTpary 3a 00aBe3Hy CTaB-
Ky IPWIMKOM NIPUCTYIIA CUCTeMuMa MHCTuTyuuje. Capaama U pasMeHa
uHpopMalMja U 3HaWa ca MHCUTYIMjaMa U3 MICTOT CeKTopa je, Kao LITO
je Beh HamoMeHyTO, Off M3y3eTHOT 3HaYaja Kaja je ped o cajbep Hamagu-
ma. Ha npumepuma 6anrmapemke 6anke u ,Capital One” 6aHke Moxe ce
BUJIETY KaKO HeJloCTaTaK KOMyHUKaluje Mehy fenoBuMa jeqHOr crcTeMa
pe3y/ITyje BeMMKMM MOCTIeNIIaMa, Te Ce CTOra jadarbe MelycobHe capazibe
¥l KOMYHUKAIlMje MCTUYe Kao Ipernopyka 3a yHampehemwe Mepa samrure.
»Iravelex” ciy4aj ofyIM4aH je mpuMep 3a cxBarame yBesaHOCTI Mehy du-
HAHCMjCKMM VICTUTYLMjaMa 1 HOTpebOM Ja 3ajefHO pajie Ha jadarmy 3a-
IITUTE Off cajbep Hamaja.

Kako 61 ce ocHaxmma OTIIOPHOCT Ha cajbep Hamaje M CaMuUM TUM
CMamMo U YTUIAj UCTUX HA GMHAHCUjCKM CEKTOP KPUTUYHE NHPPACTPYK-
Type, HEONIXO/IHO je CUCTEMATHYHO M TeMe/bHO NPUCTYIUTU CerMEeHTIMa
cajoep 6esbenHocT. OBO 3aXTeBa MHTErpPaIljy, OFHOCHO O0OjeiNbaBatbe
CTPATEIIKOT yIpaB/balba, TEXHOJIOUIKE MOJiepHN3alMje 1 IpPOMeHe Opra-
HM3AIMOHe Ky/AType. Ha ypaB/baukoM HUBOY, pUHAHCUjCKe MHCTUTYILIVje
VI HAJJIOKHY YHYTap HBUX Kao IITO Cy 0f60pY U M3BPIIHU TUMOBU UTPAjy
K/bY4HY Y/IOTY Y IIpOI/IAllIaBamby cajoep 6e30e[HOCTH 3a CTPATEIIKN IIPK-
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opuret, o6e36ehyjyhu mpy Tome ajjekBaTHe pecypce Kako 61 ce oHa IIO-
cruria. TexHo/moIIKa MOlepHU3alMja OffpasyMeBa yIarambe y HOBe TeX-
HOJIOTHje, aii CErMEHTALjy MpeXXe paii CrlpedaBama 6OYHOr KpeTamba,
Kao 1 BuieaKTOPCKy ayTeHTU(UKAINjy 3a KOHTPOIY NPUCTYIA U €H-
Kpumuujy noparaka. [Ipeasak ca sacTapenux cucteMa 1 afialTannja Ha
HOBe 6e30efHOCHe ayate y BUAY IUIaTGOpMI IT0jeHOCTaB/byje npahewe u
pearoBarbe Ha mpeTibe. OIEPAaTUBHO je HEOIXOHO OCUTYPATH BaHMPEX-
He pesepBHe KOIMja 1 PEIYHJAHTHOCT CUCTeMa Kako 6u ce 0be3benma
HENIPeKVJTHOCT OCHOBHUX YC/Iyra y cny4ajy cajoep Hamapma. Ilnanupame
3allITHUTe Of cajbep Halaja MOAP)KAHO TPEHMH3MMa ITyTeM CUMY/Ialuja 1
Be>XOM 3a pearoBabe Ha cajoep Hamazie omoryhasa 0co0/py 60/be ycBajarbe
HEOINIXOIHNUX Ipoliefypa 1 3Hama. Takobe, yBoheme cajoep ocurypama ta-
kohe Moxxe momohu y yonaxxaBawy GUHAHCHjCKUX HOCIeaNIa cajoep Ha-
naja (George, Baskar & Srikaanth, 2024).

3ak/py4ak

Excnansuja cajoep Hamazia je HemsbexxHa cajjaurmuia u 6ygyhHoct, a
IpYMepHt U3 paja CBeflode O BbJIMa Y IPOLIIOCTY Kao IpUMepuMa 3a pas-
BOj Mepa 3amrtute. Kako TexHonormja pacte u pasBuja ce, Tako pacte 1
pasBuja ce U IpeTHa off cajoep Hamaza. CopucTUIpaHOCT cajoep Hama-
la M JOMUIIUBATOCT Hallajiaya IpefCTaB/bajy caMo jeHy Off IIperpeka y
60p6u ca 0BUM npeTmama. Texxba Ka 3710ynoTpeOy BelTayKe MHTEINTeH-
IVje ¥ TOTeHIMjaTHO Kopuithembe KBaHTHIUX payyHapa HeM3BeCHa Cy, ajn
peaJHa IpeTHa 110 3alITUTY IofaTaka u ¢puHaHcuja. LInp nctpaxnpama
jecTe caryefiaBarme yTHIlaja cajoep Hamazia Ha pUHAHCHUjCKY CEKTOP Kpu-
TIYHe UPPACTPYKType U MPOHAIAXKE e pellielba Y BULY Mepa 32 BIXOBO
ybmaxaparmwe 1 3amITUTy off uctux. Cajbep Hamagu Ha (PMHAHCUjCKe UH-
CTUTYLMje, Kao IITO Cy MHIVAeHTH ca LlenTpanHom 6ankom baHrmazena,
KoMmaHujoM ,,Capital One” n KommaHujoM 3a TpaHcdep HOBIa ,, Iravelex’,
JICTUYY BKHOCT pa3Boja CBeOOyXBaTHNUX CTpaTernja 3alTuTe Koje ooyx-
BaTajy KaKo TEXHOJIOLIKe TaKO ¥ OpraHM3aloHe Mepe. Vako cy mocmenn-
Ile OBMX Hallaja Ouie pa3opHe, OHe Cy TaKobe MOCTy>Kule Kao KaTajnsa-
Topu 3a yHanpeDheme cajoep 6esbenHOCTN y PrHaHCHjCKOM ceKTOpy. Kpo3
aHa/MM3y OBUX C/Ty4ajeBa, OBaj paj OKasyje [a je CMameme yTuiaja cajoep
Hama/ja Ha GMHAHCUjCKM CeKTOp KpUTHYHe MHPpacTpykType Moryh camo
y3 KOHCTaHTHO y/Iarame y MOAepHM3ALjy TeXHOIOTuje, yHalpehemwe op-
TaHM3aLMOHNUX IIPOIleffypa U IIPOMOBUCame KylIType 6e3benHoctu Meby
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sanocneHnMa. OBy Hamazgu Takobe HarmamraBajy morpe6y 3a 60/poM ca-
PajboM YHYTap CEKTOpa, /i U CIIOJBHMM peleBaHTHMM MHCTUTYIMjaMa
U pa3MeHoOM MH(poOpMaIyja, Kao 1 Ap>kaBama MehycobHo, kako 6u ce du-
HAHCHjCKM CeKTop edpukacHMje ofdpanno of Oynyhux npetmn. CBakako
fla ce Kao 3aK/by4aK MOXKe U3yhy HeOIIXOZHOCT IMaXk/blBe, CBeOOyXBaTHe,
IeTas/bHe U JOOpe MCIUTaHMpaHe 3aLITHTe Off cajoep Halaa Ha CBUM HUBO-
uMa QYHKIVIOHVCaka PMHAHCKUjCKUX MHCTUTYIMja Y3 HePeKTUHY MO-
HUTOPHUT U OYTHO OKO HaJl pa3BOjeM 1 paIlliJHUM PacToM cajbep Hamja.
Modxxe ce 3aK/bY4NTH Jja je CUCTEM 3aLITUTE Off Cajoep Halaa KOMIUIEKCHa
CTIarajmIia ie7ioBa of KOjiX CBaKy MOpa OAUTPATH CBOjY Y/IOTY afieKBaTHO
KaKo OM KOMIIIeTHa C/iMKa nMajna cMucia. Cajoep Hamaay Lubajy pamu-
BOCTU Y OBUM CUCTEMMMA, & PABVBOCTYU CaMO je[HOT Je/a IpefcTaB/ba
IPeTHY U 110 CBE OCTasIe, Te je JOOpO KOMOMHOBabE IeJI0BA 1 IOCTAB/babe
VICTYX Ha OfiroBapajyhe MecTo K/by4HO Kako Ou 3aITuTa off cajoep Hamazga
6mna ycnenro npuMereHa. OBaj MCTPa>KMBaUKM paj IPY>kKa CBOj HOIPU-
HOC KpO3 IIpMKas3 yTullaja cajoep Hamaja Ha pUHAHCUjCKY CeKTOP KPUTUY-
He MHPPACTPYKTYpe Y BUAY CTYAUje CIydaja Ha Tpu PUHAHCHjCKe MHCTH-
TyLMje CBaKy crenuduyaH 1o y3pOKy U IOcaefniaMa. AHaIM30M OBUX
CTy4ajeBa paj HyAM pelllera I Iperopyke y Wby yHanpehemwa samrure
($UHAHCH]CKOT CeKTOpa KpUTUYHE MHPPACTPYKTYype.
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Summary

The financial sector of critical infrastructure represents one of the most vulnerable sectors
when it comes to cyber attacks, due to its crucial role in the global economy and the nature of
business today. The digitalization of finance opens the door to cyber attacks through the wide
and pervasive availability of financial services on modern technologies and networks. This pa-
per explores protective measures against cyber attacks in the financial sector by analyzing three
significant incidents: the attack on the Central Bank of Bangladesh, the data breach at Capital
One, and the ransomware attack on Travelex, a money transfer company. The primary aim of the
research is to analyze the impact of cyber attacks on the financial sector of critical infrastructure
and to identify effective protective measures that can reduce the risk of similar attacks in the fu-
ture. By utilizing a review of international literature and case studies, the paper emphasizes the
importance of integrating technological and organizational measures, as well as the significance
of building cyber resilience through continuous improvement of security protocols and a cul-
ture of cyber awareness. The research findings indicate that while cyber attacks pose significant
risks, they can also drive financial institutions toward innovation and enhancement of protec-
tive measures.

Keywords: cyberattack, critical infrastructure, financial sector of critical infrastructure, pro-
tective measures against cyber attacks, cyber crime.



