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CAJBEP BESBEJHOCT TOKOM
ITAHOEMMJE KOBU]I-19

Caxxetak: Y pady je obpahena mema xpuse xosuoa-19, koja je 3axeamuna 4umas céem u u3
KopeHa npomeHuna nepuenyujy yenoe céema. Paod sanouuroe ocHo6HUM mMepMUHUMA KOjU ce KO-
pucme y cajbep 6e3b6edHocmu, 3amum ce dame 0bpahyjy epcme cajbep Hanada yonuime, a Ka-
cHuje he bumu peuu 0 cheyuPuUuUHOCMUMA HANaoda Koju cy 6puieHu y moky nandemuje koeuoa-19.
Onucanu cy HA4uUHU KAKo cy mMu HANAou épuieHu, Ko Ux je 8puito u Koje opeanusayuje cy une
noeohene. Ilpedcmasmena je mabena ca nodayuma o cajéep Hanaouma y npeux HeKonuKo mece-
yu nandemuje. [lemannuje cy o6pahenu Hanadu Ha 30pascmeere opeanudayuje, HApoOUUMo oHe
yKkmwyueHe y 60pOy npomus xosuda-19. Taxohe cy o6pahere 006pambere u konmpamepe, Kao u
HAYUHU KAKO cnpedumu makee Hanade. buhe peuu u 0 pesunujenmnocmu, Koje cy mo Kwyume
CNOCOOHOCMU 3a OMNOPHOCH opeanusauuja 3a épeme kpusa. Ha xpajy he 6umu peuu o mome
Kako ce opeanusayuja Ceemcke 6anKe NOHAUANA Y HOBUM YCIO6UMA NOCI08at6A KOje je ca co60M
OoHena nandemuja u 0a iu je ycnena 0a ce NOHAWA Pe3UNUJEHIMHO.

Kibyune peunt: naroemuja, xo8uo-19, cajbep 6e3beorocm, cajbep Hanaou, 30pascmesere opeanusavuje

VYBog

[Tannemuja xoBUp-19, Koja je 3axBaTwia YuTaB CBeT, OMIA je jemuH-
CTBeHa 1 HempensuauBa. [langemMmja je IpoMeHMIa XIBOTE MIUIMjapAu
by LIVIPOM CBETa, LIITO je JI0BEJIO 10 ,HOBE HOPMa/IHOCTH KOja ce Of{HO-
CI Ha COIlMjaTHe HOPMe J HaulH >KMBOTA TOKOM IaH/emuje. OcuM CHax-
HOT yTHIl3ja Ha IPYIITBO ¥ €KOHOMMU)Y y LIe/IMHH, ITAaH[EeMIja je CTBOPIIIA
VI HI3 OKOTTHOCTH KOje ce TH4Y cajoep KpMMIHaIa, Koje Cy Takohe yTumare
Ha IPYIITBO 1 eKoHOMUjy. [IoBehaHO HeroBepeme 1 aHKCMO3HOCT 13a3Ba-
HO maHfiemMujoM nosehana je BepoBarHOhy ma he cajoep Hamapgu ycmern,
IITO OfiroBapa nosehamy 6poja 1 omcera cajéep Hamaza. Y jefHOM TpeHyT-
Ky Be/IUKU O6poj /byziu 610 je ,,3aTBOPeH” y CBOjUM JJOMOBUMa, MHOTe (pup-
Me Cy NPMBPEMEHO IpecTasie ca pajioM WM Cy Ipellle Ha PeXUM paja
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oxf xyhe, a caMMM TUM JbYyAM Cy KOPUCTVWIV MHTEPHET BUILE HETO MKafia.
JaB/ba ce u mpobeM Jocafie Koju KOBOAY [IO Npey3Marba PasHMUX cajp-
Xaja ca MHTepHeTa Koju Mory nHduunuparu ypebhaje koprucanka. 3a Bpeme
HaHzeMuje Jbyau cy ce oceham He6e36enHO, HUCY BepOBaIM CBOjIM BJIa-
laMa V3 pasjiora IITO je IIOCTOjajIo MHOTO Pas3IM4YNTIX MHPOpMaLyja, na
JaK ¥ MHOTO fie3nH(pOpMaIja, 4nja CBpXa I jecTe OIIITA TaHMKA U CTpax
1 ycMepaBabe y IOIpelIHOM IpaBIy. Mepe 6e3 mpecefjaHa Koje Cy peyse-
Jie B/Iaie IMPOM CBeTa MMajy MONPWINYaH yTUIj HA APYLITBO Y Lie/IMHNA.
OpraHusanuje m1poM cBeTa 61je Cy MpUMOpaHe Jja BeoMa 6p30 ycBoje
HOBe Ha4IHe [T0C/IOBamba, a Ce IPUIarofe HOBUM YCTIOBMMA — CBE je MO-
paIo [a ce ycaraacu ca Mepama npoTuB maHzeMuje. CaMo n3bujarmbe IaH-
IeMMje YYMHWIIO je OpraHu3alyje BeoMa IO[IOKHUM cajoep KpYMIHAITY.
Tome je HajBuIIe fompuUHeNIa IPOMEHA IIOC/IA HA Ja/bUHY, OGHOCHO IIpe-
Ko nHTepHeTa. Ca Apyre CTpaHe, M3HEHAaH 1 YOp3aH OATOBOP Ha MaH/e-
Mujy ctBopuo je onpebene 6e3benocHe mpomycre oprannsanuja (Skiljié,
2020). Oprannsanuje cy IpuMopaHe fia O3BOJIE CBOjIM 3aIlOCTIEHNMa J1a
npehy Ha pexxum papia on kyhe, 6e3 Hy>XHOT pa3Marpamwa UMIUIMKAIja
cajoep 6e3b6eqrocTn. Obpapnhe ce OCHOBHM ITOjMOBU KOjI ce TUUY cajoep
6e36eqHOCTH, BpCTe cajbep Hamaja yoIllTe, a 3aTUM U BPCTe Halajia To-
KOM IIaHfleMHje KOBI/Ia-19, Kao 1 Hammaau Ha 3ApaBCTBEHE OpraHusanyje.
3atum he 6utn peun o ogbpambeHOj cTpaTeruju, Kao 1 KOHTpaMepama
KOje ce MOTY IIpefy3eTy pajy 3alITiTe of cajoep Hamazma. Takobe he 6uru
IpeCcTaB/beHa Pe3WINjeHTHOCT cajoep 6e30eIHOCTY TOKOM aHAeMIje.

OCcHOBHII TOjMOBU

IIpe Hero mTo my6/be yhemo y oBy TeMy MOTpe6HO je aa feduHuIEMO
HeKe OCHOBHe II0jMOBe Kao ILITO Cy cajoep 6e36egHOCT 1 cajoep mpocTop.
Hapasno, mocToju MHoOro geduHMIINja OBMX IIOjMOBA, a/lu jefHa of 00y-
XBaTHMjYX ITIaCK OBaKO: ,Cajoep 6e36eqHOCT, OIHOCHO 6e36eHOCT cajbep
IPOCTOpa IIPefICTaB/ba OuyBatbe IIOBEP/bUBOCTI, MHTETPUTETA U JOCTYII-
HocTy MHpopManyja y cajoep mpocropy” (The International Organization
for Standardization, 2012). Ilopep Tora, Mo>ke ce OHOCUTH ¥ Ha pyTe Ha-
paTyBe IOMYT ay TEHTUYHOCTH, OATOBOPHOCTH, HEIOPHIakha ¥ II0y34aHO-
ctu. VMaxko omiura, oBa geduHuIMja je JOBO/PHO NpeL3Ha jep O3HavyaBa
Koje aTpubyTe je HeonxogHo ob6e36enutn. ITojam cajbep 6e36egHOCT MMa
JiBe Lie/INHe:
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1) Cajbep (eHr. cyber) — 3a KOjy MOXeMO Jja KaKeMO fIa ce OJTHOCH Ha
kopuihemwe MHPOPMALIMOHEe TEXHOIOTHje 1 padyHapa. Cacroju ce
off xapaBepa 1 copTBepa;

2) BesbenHocT — Koja mpefcTaB/ba cTame 3amrnheHoctu cybjexara of
PasHMX 00/IMKa yrpoXKaBama.

Cajbep mpocTop ,je MSMUIUBEH IIPOCTOP Y KOMe ce OfiB/ja KOMYHU-
Kalluja IIyTeM KOMIIjyTepa’, aliu 1 Apyrux ypebaja, ,,Hapo4nTo mpeko MH-
tepHera” (Kmaju m Illunka, 2012). Hemwrro xomniekcHuja feduHmIMja,
npema ,ISO/IEC 27032” cranpappay, mocMarpa cajoep mIpocTop Kao Cio-
YKEHO OKpY>Kerbe Koje je IPOU3BOJ MHTepaKIyje /byau, copTBepa U yCIy-
ra Ha VIHTepHeTy, Koje HacTaje moMohy TexHonomkux ypehaja m mpexa
IIOBEe3aHMX Ha Iera, a Koje He MOCTOj1 Y GU3NIKOM 0O/MKY. JefTHOCTaBHO
pedeHo, cajoep MPOCTOp je BUPTYeTHM, MHTEPHET IIPOCTOP.

Cajbep Hamap je ,,cBaku 0paH3MBHU MaHeBap KOjU IM/ba padyHapCKe
MH(QOPMAIMOHe CUCTeMe, padyHapcKe Mpexe, MHQPACTPYKTYpPY, Ma YaK
u ypebaje Hamemene nmuunoOj ymotpebu” (Computer Security Resource
Center, 2023). Hanmagay Mo>xe 6uty 6m1o Koja ocoba Koja 1MMa IpuCTyII
VHTEPHETY, OBHOCHO cajoep nmpoctopy. OHO IITO je K/BYYHO jecTe Jja Hara-
flad IOKYyIIaBa Jia HPUCTYIN TOJAIMMAa, JaTOTeKaMa M APYTUM IOBEP/bU-
BUM MH(popMalujama 6e3 opnamrherma U ca NOTEHIMjaTHO 3/I0HAMEPHOM
HaMepOM.

Cajbep Hamajg MOTy M3BPIINTH fIpXKaBe, II0jeAVHIN, TPYIIe, OpraHM3a-
Ije, anu 1 aHoHMMaH usBop. O6M4HO ce cimyxe cajoep opyxkjeM pajgu
OCTBapema CBOT Lmba. A cajoep opy’kjeM ce 06MYHO CMaTpa 37I0HaMepaH
codTBep Koju ce KOPUCTH 3a BOjHe, lTapaBojHe 11 0oOaBelITajHe IybeBe. To
MOTy OMTHU padyHapCKI BUPYCH, TPOjaHIN, “spyware” I IIpB KOju MOTY Ja
yHecy kofi y onpebhenn ypebaj u Ha Taj HaumH gobhy o cBor 1uba.

Bpcre cajoéep Hanmaga

Cajbep Hamay MO>Ke OMTH aKTMBAH WIM HACUBaH. AKTMBaH HAMa[ 1mo-
KyIlIaBa Ja IPOMEHN CHUCTEMCKe pecypce W fia yTide Ha ib1xoB paj. [Ta-
CMBHU Hamaj MOKYIIaBa [a MCKOPUCTU WK Haydu MHPOpMaluje u3 of-
pebenor cucrema, anu He ytude Ha cucteMcke pecypce. TakBo je Ha mpu-
Mep MpPUCTYLIIKMBabe. AKTYBAH HAMa[| TOBOAY Y IATAbe NHTETPUTET U
JOCTYIIHOCT, JOK [IACMBHU HaIlaJ] yTpoXkKaBa MOBep/bUBOCT. To €y yjerHo
TPY OCHOBHa CTY0a cajoep 6esbennoctu ,LIVIA” Tpoyria.



158 Maja Vinnh

Hamap ce Mo>ke M3BPLINTY YHYTap OpraHmusalyje (MHTEPHO) WIN BaH
e (eKcTepHO). YHyTpallmy, OfHOCHO MHTepHM Hamaj mokpehe ocoba
YHyTap opraHusanyje — ,JIHCajuep , TO jecT ocoba Koja je opnanrhena na
IPYUCTYIN CUCTEMCKUM PeCypCyuMa, aay X KOPUCTY Ha Ha4YMH KOju Huje
ofo0OpeH off cTpaHe HajIexHOT ymia. CHO/bHY, OFHOCHO €KCTEPHU Hallajl
ToIasy U3 OKpYy>kKema, M3BaH OpraHu3alje — ,ayTcajaep’ KOoju HeMa OB-
namheme npucTyna u xoju je HenmerutuMa (Shirey, 2000). Cajoep Hanagn
VIMajy JBe KaTeropuje: CMHTETUYKY U CEMaHTUYKIM HaIlafiul.

CHUHTeTMYKY Halafy Cy jefHOCTAaBHI, 3aIIpaBO TO CY 3JIOHAMEPHM CO-
¢dTBepu Koju YK/bYUYyjy BUpYCe, IipBe U TpojaHIie. HaBemeHn 3moHaMepHI
nporpaMm oOMYHO BplIe Halaj IPeKo Mejia, Beb Opoycepa, axXypupama
VI CTINYHO.

o Bupycu cy mporpamm Koju ce Hakade Ha APYrM Imporpam miu ¢ajn
Kako 6u ce camoperuuiypanu. O6M4HO ce Kp1jy Ha HEOOMYHUM JI0-
Kanujama y Memopuju ypehaja u 6upajy najmorogauju ¢ajn kako 6u
ce permnypami. Hexu Bupycn Memajy cBoj AUTUTATHY KOJ, TP -
KOM peIUIMIMpamba, KaKo He 01 610 OTKPMBEH.

+ 3a pasiuKy o BUpYyCa, IPBMMaA HICY HOTPeOHM [PyTU Mporpamu
3a pelmuupame, IOTIYHO Cy camocTanHu. OHu ce permuupajy
IpeKko MHTepHeTa, Kopucrehu mporokone. HoBuju 1psu xopucre
Beh mosHaTe pamuBocTi ypebaja, kako 3a mpopupame Tako u 3a
permiypame — M03HAT je cny4aj Kaja je ups “Code Red II” 3apa-
310 Buie of, 259.000 cucrtema 3a Mambe of 14 catu (Janczewski and
Colaric, 2007). Llpsu Takohe Mory 6utu fusajaupanm 3sa MHAYCTpPUj-
CKY LIINjyHaXYy.

o TpojaHCKM KOB je AM3ajHMPAH TAKO a M3BpILIaBa TeTUTUMHE 3a/aT-
Ke, MehyTiM, OH pajy MHOTO BHIIe O TOra — 0e3 3Hama KOPUCHUKA
U3BpIIaBa 1 HeXe/beHe 3afaTke. TpojaHuy Mory 6utu yrpahenn y
Ipo6He Bep3uje Iporpama 1 TaKo MOTY IPUKYIIUTH IIOJATKe O MeTH,
a ja ocoba HIM He 3Ha JIa ce TO JiellaBa.

CeMaHTMYKM Hamaf je Mypere M MOAMMKAIjA TAYHNX Y HeTauHMX
nHdopmanyja. Mogudukosane nHpopMaLyje ce MOry ypagutu un 6e3
ynoTpebe pauyHapa, MaKo BUX0Ba YIIOTpeba y Ty CBPXy CTBapa HOBE MO-
ryhnocTn. [la 61 ce Heko ycMepuo Ka IIOTPeIIHOM IIPaBILy, WIN fla Halagad
IPUKpPYje CBOje TparoBe, KOPUCTY Ce MMperbe HeTaYHNX MHGOpMaIija.
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ITutama cajoep 6e36eFHOCTY TOKOM ITaHEMMUje

Toxom manzmeMuje koBup-19 cajoep KpMMMHAIIIM Y TPYTIe 32 HATIPEIHY
TpajHy npeTwy (eHrn. Advanced Persistent Threat) UCKOPUCTWIN CY TIpeni-
HOCT HOBOHACTaJle CUTYaluje 3a ,,rahame” pamyUBUX cucTeMa U /byan. Y
HacTaBKy he 6MTM OKyIIaHO ycTaHOB/baBabe Kopenanuje nusmehy manpe-
MUje 1 Topacta cajoep Hamaja y Tom nepuogy. Kao mro je Beh peueno, mo-
PacT aHKCMO3HOCTH M CTpaxa 360T maHzeMuje foBoau fo nosehama crorme
ycrenHocTu cajoep Hanaga. HapaBHo fia cy I1aBHe XXpTBe OBUX Hamajia
3paBCTBEHM CYCTEMY PA3TMINTHUX JIPXKaBa, jep je yrposkeHa 3[paBCTBEHA
6e36emHOCT /BYyaM mMpOM cBeTa. [TaHeMuja je Takobhe MOKpeHy/Ia MuTatbe
cajoep 6e30eHOCTI y OJHOCY Ha HOBY HOpPMajIy — OYeKMBambe Of 3aIlo-
CleHuX Aa page o Kyhe, mro nosehasa moryhnoctn 3a ¢uummHar (eHr.
phishing) u pancoMBep (eHIN. ransomware).

Cajbep nanaou moxom nandemuje

Kareropuje cajbep Hamaga TOKOM IaHzeMuje:

1) Ilpesape u ¢puuvHr (eHrn. phishing)

2) Mansep n guctpubynpano yckpahupame IpucTyma cucreMy (eHIL.
DDoS)

Cajbep KpyMMHAJILIM U TPYIIe 32 HATIPEHY TpajHy npeTivy (Alshamrani,
etal, 2019) (HTTI) noxpehy cajoep Hanasie Ha pamyBe OpraHmu3anije, Kao
U Jbyfie IIyTeM IpeBapa u Kpaba mpeHTHTeTa MOBE3aHMX Ca KOBUAOM-19
(Xiao, et al., 2018). Onu nckopumhasajy cuTyaunjy npousBefeHy IaH-
[eMIjOM pajyl oCTBapuBama ofpebene nobutu u npukymeamwa nHPOp-
Malyja y Be3) ca BaKIMHaMa IIPOTUB KOBY/a-19 IpUMEeHOM pasiIn4nTix
TeXHNKA Kao LITO Cy pasHM 37I0HaMepHU coprBepu. [Ipumepn oBux Ha-
naja TokoM mangemujy cy “Hades” u “Patchwork/Dropping the Elephant”.

Hajqemhm, ayjegHo n Haje(bMKaCHMjM HaIlaJ| TOKOM OBe IaHJeMUje 13-
BpIIEH je IPeKO pasmnmIuTyX BpcTa npesapa u ¢pumunra (NCSC, 2020a)
(World Economic Forum, 2020). 3anpaBo, ¢puIIMHT HaIlaay UMajy CTOIY
ycrrentHocTn of 30% u Buire. Beoma je 3abpumanajyha unmennIa mro je
Hara/jaqy MOTPeOHO HEKONMMKO K/IMKOBA Jja OCTBAPM CBOj I1/b, OJHOCHO
ma 6u octBapno ¢pUHAHCUjCKY JoOUT W apyre nHTepece. OHM TO paje
TAaKo LITO IIIa/by MIIMOHE MejIoBa )XpTBaMa, Hyfiehu um nomoh y ¢punan-
CHpamYy, KOja je TOKOM IaHfeMMje CBMMa Oula IpeKo MoTpebHa, Kojy obe-
36ebyje Bmaja, nocmopaBuy, 6aHKe U CIMYHO. VI MHOTM JbYZiU CY Ce Ha TO 1
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»ynenany . bpojHu GUIIMHT Hanmaay cafipyKe KOPOHA-BUPYC WU KOBUJ-19
Ka0 HACJIOB He OM /I ,,yIeljany” ITo BUIIe JbYAN. Y TpBoM KBapTay 2020.
rofiMHe TOLUIOo je Ko nmoehama of 600% (uIMHT Hamasia e-IOLITe IT0Be3a-
HIIX ca KOpoHa BupycoM (Sjouwerman, 2020). Cajbep KpuMMHaII KOPK-
cTe COPUCTULMPAHNje TeXHIKe KaKo 61 HaMaMM/IM XXPTBe, Kao ILITO je KO-
puitheme ,https” mpoTokona 3a mudposamwe Ha CBOjUM Beb JIOKaIjama.
3anpaBo, oko 75% ¢uuHT cajToBa je onpem/beHo SSL-oM (eHr. Security
Sockets Layer). ITopep Tora, KopucHuim e-nomre 1 “Software-as-a-Service
(SaaS)” cy HajBuIIe IM/BaHM CeKTOPU 3a Kpaby ujeHTHTETA.

Ydecrtanu Hamagy TOKOM IaHAEMMje BPIIVINU CY Ce U IPeKO 3/I0HaMep-
Hor cod1Bepa (eHrn. malware). OBaj copTBep yK/bydyje pauyHapcKe BU-
pyce, IIpBe, TpOjaHCKe KOe, IIMMjyHCKY coPTBep (eHII. spyware) 1 paH-
comBape (enrn. ransomware) (Legal Guidance, Cyber/online crime, 2019).
Cajbep xpummHanuyu u rpyne 3a HTII uckopuctunmu cy cutyanujy mpoy-
3pOKOBaHY NAH/IEMIjOM [Ia HAllAJIHY pamlBe CUCTEME U Jby/ie PA3INIUTUM
BpCTaMa MajiBepa IpeKo e-TIoLITe U Beb jIoKanuja. 3anpaso, 94% pauyHa-
pa 3apaxkeHo je mpeko e-nomre. CriennUIHN TUIIOBY MajIBepa, KaKaB je
parcomBape (Arabo and Pranggono, 2013), edpukacHuju cy 3a MHCTUTY-
1Vije KOje CY Y Be/IMKOj Mepu YK/bydeHe y 60p6y npoTus KoBuzja-19.

HapasHno, 6utHO je momenyTu n “DDoS” Hanaje, ORHOCHO AUCTpUOYM-
paHo yckpahmBame NpHUCTyHa CUCTEMY, jep ce JJaHAaC cCMaTpa HajHeof-
OpamuBujuM cajoep Hamajom. OBaj Hanaj uckopuurhaBa 6pojHe U3BOpe
HaIa/a, Mpy ce KopuurhemeM BUIe XOCTOBA 33 OKPeTambe KOOP/UHI-
caHor ,DoS” Hamazia Ha jeHY WM BMIIe MeTa, LITO I0jayaBa Moh Hamaza
1 KOMIUIIKYje ogopany (Asri and Pranggono, 2015). OBy Hamagu Kopucre
ce 3a MOJIpyUBabe 3PaBCTBEHNX OpraHy3alja MupoM CBeTa.
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Ta6ena 1. Ilpumepu cajbep Hamaga Ha MEIUIIVIHCKE
yCTaHOBE TOKOM IIaHZeMuje KoBupa-19

Harym

IpxxaBa

Tun Hamaga

Hetaspu Hamaga

Maprt 2020.

Yemxa
Pemry6muxa

“Ransomware”

YHuBepsureTcka 6onHmIa y bpay, kao
jemHa o mabopaTopuja 3a TeCTUpambe
Ha KoBup-19 y sembu, morohena je
cajoep HamazoM u 6ma je mpuHybe-
Ha Ja yracu neny csojy VIT mpexy
(Cimpanu, 2020).

Maprt 2020.

Bennka
bpurannja

“Ransomware”

Ipyma pancomBepa “The Maze” je
o6jaBWIa JIMYHE UM MEIMIVHCKE Jie-
Tajbe O XWbafjlaMa OVMBIINX IaIVjeHa-
Ta jefiHe JIOHJOHCKE MEeIMIIVIHCKE JIC-
TpaXMBayKe KOMIIaHMje Koja ce 6aBu
TecTuparmeM Ha KoBuji-19 (Goodwin,
2020).

Maprt 2020.

@paniycka

“DDoS”

OBaj Hamaj, HOPeMETHO je MPUCTYII
cepBepy ¥ MMejIy TIpyme OOMHMIA
y Ilapusy koje wurpajy BaxkHy yio-
ry y 60opbu npotus kosuza-19 (Hale,
2020).

Maj 2020.

Tajsan

“Phishing”

E-mopyxke cy cagpikaie anatky 3a xa-
KOBarbe Ca Ya/beHOT IIPUCTYIIA, KOji
Ce IpeACTaB/ba Kao TajBaHCKM 3Ba-
HUYHMK 32 3apasHe GOIeCTH, IO3U-
Bajyhu npnmaone fa ce tectupajy Ha
koBuz-19 (Lyngaas, 2020a).

Jyn 2020.

Hemauka

“Phishing”

Crmatu cy OMIUMHT MejIOBY BMUIINM
PyKOBOAMOIMMA y KOMIIAHUjU KOja
UCIIOpydyje IMYHY 3aIITUTHY OIIpe-
My. OHH cy ycMepaBamyu PyKOBOJMO-
Ile Ha JIayKHe CTPaHMUIle 3a IpyjaBy Ha
»Microsoft” kako 6u yKpamyu BbUXOBe
nogatke (Lyngaas, 2020b).

Jyn 2020.

CATl

Ransomware

Vuusepsurer Kammdopuuje y Can
OpaHINCKY KOjU pajy Ha BaKIVHN
IpOTUB KOBUAa-19 610 je mera Ha-
majia paHCOMBepa ¥ TPUMOpPAH je fia
wiatu 1,14 Mminona ponmapa cajoep
KpuMrHaanuMa 3BaHuM ,,Netwalker”
(Tidy, 2020).
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“CryCryptor ransomware” ce MacKupa
Kao aIvIMKanyja 3a npaherme KOBIA-19
KoHTakaTa Ha auppoupy (Osborne,
2020).

JyH 2020. Kanapma “Ransomware”

Cajoep Hamagu Ha 3TpaBCTBeHe OPraHN3aNje

3IpaBCTBEHM CEKTOP je jeflHa Off IIABHNUX MeTa cajoep Hamajja TOKOM
oBe maHjemuje. Pasuy nokymaju xakoBarma 34paBCTBEHMX OpraHu3anyja
IIVPOM CBeTa UCTAK/IM Cy IpobieMe cajoep 6€30eTHOCTY Y OBOM CEKTO-
py. To ce ogHOCK Ha 31paBCTBeHa Tena, papMaleyTcKe KOMIIaHMje 1 JIC-
Tpa)kK1BauyKe OpraHusanuje. 3[paBCTBeHe OpraHM3alluje Cy pamlBe Ha
cajbep Hamage, ITO ce BUAM U3 npuMepa n3 2017. rogyHe Kajia je Hamaj
“WannaCry ransomware” oHecriocobuo HauyoHanHy 3[jpaBCTBEeHY CIIy-
X0y y Bennkoj bputanujn. Jeman o r1aBHMX pasjiora 3amro cy 6aur ose
opraHmsalyje MorofiHe 3a cajoep HaIajie OI/Iefla ce Y OrpaHMYeHOM Oylle-
Ty KOje OBe OpraHmusanmje uMajy kako 6u samrurmne csoje T cucreme.
To je mocnepuira Tora mTo MX 06MYHO GMHAHCKPAjy TPATOBHU, WA 3eM/be
KOje Cy IIOfi CTPOrMM OYeTCKMM KOHTpO/IaMa. Y HeKVMM Maibe PasBlje-
HVM JIp’)KaBaMa MHOTe 3[JpaBCTBEHe OpraHM3allje joll yBeK KOPJCTe 3a-
craperm copTBep 300r HefocTaTKa cpefcTaBa. JJaHac je TeXHO/MOIMja TO-
JIMKO HaIpefoBaa ja MOJePHIM OONHUIIaMa YIIpaB/bajy padyHapu. OHu
ce KOPIUCTe 3a CK/IaiuIITe e 1 mpaheme mofgaTaka o MalyjeHTIMA, alu 1
3a KOHTPOITy MeIUIIMHCKUX ypebaja Koju ce KOpUCTe y MHTEH3MBHO] He3.

3ajeHMYKY CaBeTOflaBHM M3BEIITAj ¥ cMepHuLle HanmonanHor nenTpa
3a cajoep 6e3benHoCT YjenmumeHor KpabeBcTBa 11 AreHIje 3a cajoep 6es-
6egHOCT 1 MHPPACTPYKTYpHY 6e30eqHOCT MMHICTAPCTBA 32 YHY TPAIlby
6esbegnoct CAJ] Ipy>Xumm Cy AUCKYCHjy O IMTamMMa Kao IITo ¢y Kpaba
UJIEHTUTEeTa, ManBep, KopuirheHn mporpamu 3a paj of kyhe, kao mro je
“Zoom” u cmuno (NCSC, 2020a). ITpensubeno je na he rpyme 3a HTTI Ha-
CTaBUTH Jia ,Tahajy” 3MpaBCcTBEHy 3aIUITUTY ¥ OCHOBHE YC/IyTe Ha ITI00as-
HoM HuBoy (NCSC, 2020b).

3ajeIHMYKN CaBeTOMlaBHM W3BelITaj HanuoHamHOr LieHTpa 3a caj-
bep 6GesbegnocT Yjemumenor KpamescTBa u Kanamckor xoMyHuKanmo-
HOT 0e30eJHOCHOT MHCTUTYTa Cyrepullle a pycke obOaBelITajHe CrIyx0e
croje u3a cajoep Hanmaga “APT29” wim ,,Ygoban mensen” (NCSC, 2020c).
Taj namag 6mo je ynyhen pasnumunTim opraHusanmjama Koje ce 6aBe pas-
BOjeM BakKIMHe IpOTuB KoBupaa-19. Kako 6u ocTBapumm cBoje nubese
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kopuirheHe Cy pas3janymMTe TeXHUKe Kao IITO Cy: CKEHMpame parmUBO-
CTH, jaBHA eKCIIoaTanyja ¥ QUIINMHL, a CBe Y LM/bY foOMjamba IMIPUCTYIIa
IV/baHOj MPEXU U NOCTaB/bamba MajaBepa rnosHaror kao “WellMess” nmn
“WellMail” pagu npoyspokoBama game mrete (NCSC, 2020c).

Op6pambena cTparernja u KOHTpamepe

Y oBoM geny npencrasuhe ce ofbpaHa u KOHTpaMepe cajoep Hamaguma
KOje ce MHade MPernopyydyjy KoOMIIaHujaMa, OpraHu3anyjama, Kao 1 KOpu-
cHunuMa uHTepHeTta. HapaBHO, He IOCTOje IBe MCTe OpraHusaluje, CTora
CBaKa OpraHM3alyja MOpPa CIIPOBOAUTY NIEPUOAUYHY IIPOLIeHy PU3MKa 32
cebe 1 Ha OCHOBY TOTa JOHETY Mepe 3a 3alTUTY CBOjMX IOfIaTaKa. AKO y3-
MeMO y 0031p fieTa/be OBUX HaIlafia, MOXKeMO VX KlacuuKoBary, mpema
obpaMbeHoj cTparernju, y oHe 3acHoBaHe Ha Mpexxn (“network-based”) n
OHe 3acHOBaHe Ha copTBepy (“software-based”).

Cmpamezuje 3acnosate Ha Mpexcu

Enkpuniuja noparaka je jefaH off OCHOBHMX HayuHa samrTure. OHa
omoryhapa KOpMCHMIIVIMA Jja 3aLITUTe II0OBep/bUBe 1 IM4YHe ogaTke. Llnsb
eHKpUIILIje je ja CIpeyr O6II0 Kora KO JKeJ [a MPUCTYIIN HOofaluMa He-
KOT KOPUCHIUKA, 6€3 J03BOJIe, TAKO IITO YYMHY Te MOfjaTKe HeUNT/BUBIUM.
BpemeHoM je pasBujen “IPsec - Internet Protocol Security”, koju omoryha-
Ba 1M pOoBaHy, OMHOCHO eHKPUIITOBAaHY KOMyHUKanujy nsMely nsa kom-
njyrepa npeko “IP” agpece. “IPsec” omoryhasa moBep/pBOCT, MHTETPUTET
VI ay TEHTUYHOCT IOpeK/ia mofaTtaka. OH ce kopuctyu Beh HeKOIMKO rofyiHa
3a Kpenpambe IpyuBaTHe MHTepHeT afpece “VPN” nsmelyy ypebaja u mpexe
Of] TIOBepemba, Koja yCIIoCTaB/ba CUTypHe KOHeKIMje Ha VIHTepHeT.

“SSL - Secure Socket Layer” je BpcTa eHKpuUIILIMje KOja IITUTU pa3Me-
Hy nofaTaka nsMeby mperpaxmsada u cepsepa 1 oHeMoryhasa mpecpe-
Tame. YIPaBo TO ClipeyaBa Xakepe ja fohy no xe/peHux nupopmaryja. Y
cyurruay, “SSL” mpy’ka cUTypHOCT KaKo KOMITaHMjaMa TaKo U MYIITepuja-
ma. Takobe, BpenHo moMena je u “Transport Layer Security” koju ce 06m4-
HO KOPJCTH 32 MejIoBe, ClIambe OpyKa ! I7IacCOBHe KOMaH[e, a 06e3bebyje
CUTYPHOCT KOMYHMIMpama Ha uHTepHeTY. VI “SSL” m “TLS” ce HajBue
KOpIUCTe y ocurypasamy Be6 cajropa — “HTTPS”.

Jenan ox Haj6OJBMX, IO MOM MMIIbEHHY, ajIaTa 3a 3ALITUTY MOXe OUTH
KBaHTHa kpunrorpaduja. IIpencraspa nepcriekTuBHy Hajonasehy rexHo-
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JIOTMjy KOja MICTOBPEMEHO IIPOU3BOJM [Ba Jle/Ia 3ajeTHNYKOL, TajHOT KPUII-
Torpadckor Kbyda kopuctehm kBaHTHO cTame cBeTnocTu (Jang-Jaccard
and Nepal, 2014). To je 3anpaBo crcTeM Koju je y HOTIyHOCTH 00e36ehen
Off KOMIIPOMITOBama NHPopManyja 6e3 3Hama 1M Koje je MOPyKy IIo-
cmano ywiv mpyuMmo. [IpaktiaHo Huje Moryhe Konmmupary uum 4ak mpersie-
[aTU TIOfaTKe Y KBAHTHOj Kpunrorpaduju a a BIacHUK He Oyzie obaBe-
TeH.

Cmpamezuje 3acnoéane Ha copmeepy

Y 3aBMCHOCTM Off IpOLieHe pu3MKa ofpeheHe opraHusaiuje, HeKH I110-
many Mory 6urty 3amruhenn camo mudpoM. YKOIMKO ce TMM MHpOopMa-
I1jaMa IpUCTYIIA ca HeKe ApyTe JoKaluje KOpUCTe ce CoUCTULIVPpaHuje
MeTofe TomyT OuoMmeTpujcke ayTeHTUUKanyje u ,PIN” konga. besben-
HOCT nHpopMalyja Moxxe ce mopehary Tako mto he ce mpaswia nmpucrymna
nHpopManyjaMa 06jeIVHNTY y IPaBIIHNUKY Te OpraHu3anmje, Kao 1 mo-
IM3ambeM CBECTH 3aIIOCTIEHNX.

Jobap mpucTyn samTuTe IOJaTaKa jecTe yK/Iamame CBUX IIOfaTaKa
KOj¥ HICY HEOIIXO/IHY 32 CBAKOJHEBHY ynoTpeOy. ApxuBe IojaTaka rpeda
fla OCUTYPajy fa ce MOflallM 9yBajy OHOMMKO AYTO KOJIMKO je TO IIOTpebHo,
Kao 1 f1a Oy1y M3BaH IOC/IOBHE MPEeXe jep TO CMabyje PU3UK Off HeayTo-
PU30BaHOT IPUCTYTIA.

Kpunrorpaduja je BakHa MeTofa Koja OCUIypaBa pasMeHy IIOfaTa-
ka n3Meby kopucHuka nomohy enkpumniuje nopataka. To je Hajpacmpo-
CTpameHMju MexaHn3aM 3auruTe noparaka. ‘Advanced Hash Standard” je
HajCKOpUja TeXHNKa KpunTorpaduje Kojy je passuo amepudky Haryonarn-
HU MHCTUTYT CTaHAapfa 1 TexHonoruje. Kopuctu ce 3a annmkanuje Koje
YK/BYUyjy mmdpoBame BEeTMKOM OP3MHOM Kao 3aMeHy 3a ,RSA” anropu-
TaM 2048-6MTHMM K/by4eM ¥ 3a HEM3BOA/BMBO ydelllhe opraHa 3a ceprTu-
¢uxannjy (Karlsruhe Institute of Technology, 2019).

Caj6ep nanaou u konmpamepe

[TocToju HEKOMMKO MpeIOKeHNX TeXHUYKUX KOHTpaMepa Koje ce
OflHOCe Ha cajbep Hamaje y3pOKOBaHe MaHAeMMUjoM KoBupa-19. JIu-
4yHU ypebaju, monyr Mo6umHNX TenedoHa, KOMIjyTepa U CIMYHO, Ipef-
CTaB/bajy MeTy 3a Xakepe. OHO IITO CBaKO MOXKe Jia IIpefy3Me paju 3a-
IITUTE jecTe Jja ce aIUIMKaIyje M IporpaMm Ipey3}uMajy caMo M3 IIpo-
BEpPEHNX M3BOPA, 3aTUM PENOBHO CKeHMpame ypehaja pagy oTkpuBama
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Mmoryhux 3nonaMepHux nporpama. Takobe jenmHa of Mepa mpeBeHIMje je-
CTe TIpaBjbelbe pe3epBHe KOolMje MojjaTaKa.

Jla 61 ce cipeuyrv Heay TOPM30BaHM MIPUCTYIN ITOJAIIMA BaXKHO je IIe-
PUMOIVMYHO IPOMEHNTH MMpPy IPUCTYIIA, Kao U U360p ajjleKBaTHe U C/IO-
xeHnje nmepe. Ykomnko Tpeha crpaHa Bulle HeMa IPUCTYI ofjpeheHnM
HOfALIMa IIOTPEOHO jy je OMax YKIOHUTU U OHeMOTYhITY [ja/byt IIPUCTYIL.

[IITo ce Tye GUILMHT Hallafa, CBe IOPYKe Koje caxpke ped ,Covid 19”7
U KOje cafjpyKe XUIIepIMHKOBE KOju BOJi€ IO ITOTEHIMja/THO 3/I0HAMEPHUX
cajToBa MOTPeOHO je MaXkK/bUBO mpounTary. IIpe Hero mWITO ce MOpyKa OT-
BOpM HOTPeOHO je moresaTy Ko je Iajbe, Kao M LITa ce TAYHO 3aXTeBa.
Tpe6ano 6u n36ehu opropapame Ha TakBe BPCTe IIOPYKa ¥ OTBAPambe JINH-
KOBa KOju ce Hajase y ibuMa. [locToje cucremu 3a feTeKnujy ynaza, Kao u
3a IIPOTEKIINjy O UCTOT KOju MOTy fa Oyay Bup 3amrute. Takobhe ce mpe-
Hopyuyje ynorpe6a fo6por aHTUBUPYCHOT IIpOrpama.

Pe3unmjeHTHOCT cajoep 6e30eqHOCTI TOKOM
KoBuma-19

ITpema Koty u JInnkoBy (Kott and Linkov), k/pyunu nojam cajbep or-
IIOPHOCTH jecTe IIpMXBaTame IIOJpuBama cajoep 6esbegHocTn Kao Moryh-
HOCTM U Jia OpraHmsanyja Tpmu 36or Tora. Pokyc jecte Ha ClIOCOOHOCTH
opraHm3saljyje fia ce OIIOpaBy U afJAIITUPA, a He caMo fa ce oxgympe. Cajoep
OTIOPHOCT KapaKTepuIlle LITa Ce JIeCHI0 TOKOM Hekor forabaja, a 3axre-
Ba PUIIPEM/BEHOCT KaKO 3a II03HaTe TAaKO U 3a Helo3HaTe mpeTe (2019).

Xomnanren (Hollnagel) HaBopu yeTnpy criocoOHOCTI/NOTEHIIMjaIa OT-
HOPHOCTH — IOTeHIMjal 3a npenBubame, npahemwe, pearopame U ydeme.
CnocobHocT mpensubama ce OfHOCK Ha CHOCOOHOCT mpexBubama 1o-
rabaja y mampoj 6ygyhuoctn. Crioco6HocT mpahema ogHOCK ce Ha TO KO-
JIMKO ;0OpO OpraHm3alyja Moxe ia IeTeKTyje IpoMeHe ycnosa pasa. Op-
raHmsanuja Mopa OUTK CBeCHa JielllaBamba KaKo Y MHTEPHO] TaKO 1 Y eK-
crepHOj cpenuHM. CIIOCOOHOCT pearoBama IofpasyMeBa 3HaTH 1ITa Tpeda
YIMHUTH, Ka0 ¥ CHOCOOHOCT IIPaBOBPeMEHOT U e(pMKaCHOT OfirOBOpa Ha
memaBarma. CIOCOOHOCT y4era IpefiCTaB/ba CBECT O TOME LITO Ce JIeCUIIO,
Kao 1 CIIOCOOHOCT J1a ce yuu 13 UCKYCTBa. [lajbe, MCTIYe [ia je ydere mpa-
BUIX JIEKIIMja U3 NpaBux uckycrasa kbydHo (Hollnagel, 2017). HapasHo,
II0CefIOBatbe OBMX CIIOCOOHOCTH HUje rapaHIiija OTIIOPHOCTYE TOKOM KpM-
3e. Opranmsanuja Koja ux nocefyje uma Behe 1raHce fa ce IoHaa pesn-
JIMjEHTHO Y OTHOCY Ha OPTraHM3aLMjy KOja X HeMA.



166 Maja Vinnh

Omnopnocm Ceemcke 6anke

Y HactaBky he 6uTy peun o ToMe Kako je maHAeMMja KoByuja-19 yruia-
7a Ha criocobHocT CBeTcke OaHKe Jja OCTaHe cajoep pe3uInjeHTHa, OJfHO-
CHO JIa cauyBa CBOjy CIIOCOOHOCT /la HACTABU Ca PAJIOM U Jja Ce afjalTupa
Ha HOBe YCJIOBe ITOCTIOBamha, KAKO OUeKMBAHMX TaKO ¥ OHMX HeO4yeKNBa-
Hux. Kao 1 MHore npyre opranmusanuje, Tako je u CBeTcka 6aHKa IOCTaIa
pamuBHja cajoep HamafuMa y TOKy naujemuje. [Ipenasak Ha pexxuM paja
op xyhe je ca cobom foHeo HOBe U oBehaHe pu3uKe. 3alIOCTIEHN CY KOPU-
CTWIM COTICTBEHY MHTEPHET MPEXY HOK Cy pafiun off Kyhe, IITO UX M3/1a-
e BeheM pusuKy off cajoep Hamaza u IpecpeTama NHPOpMAaIja Off CTpa-
He xakepa. Ilopep Tora, opraHmsanuje 1ocrajy pamuByje U USHYTpa jep
Ce TI0jaB/byjy 3allOC/IEHN Ca Ma/IMLIMO3HUM HamepaMa. Panuje cy ce TakBu
3anocsienu 6p3o oTkpusany, MehyTum, pexxum pasa ox Kyhe To 3HaTHO
OTeXXaBa.

Nako ce 6poj ¢pummHr Hamazma nosehao 3a Bpeme KOBMJQ, HUXOBA
YCIIEITHOCT ce Majo ImoBehama y ogHocy Ha paHmje. Tokom manmemmuje
CaeTcka 6aHKa ce CyodnmIa ca HellITo BuIIIe cajoep Hamaza Hero panuje. Tn
HaIla/[y 3alIpaBO HICY CTBOPWIN BeJMKe IpobieMe 3a OpraHM3anujy jep
Cy 3amocienu pajunu o kyhe ¢ BpeMeHa Ha BpeMe U nipe KoBuza. Meby-
TUM, KaJla je YTUIlaj OBUX Hamazga 610 Behy ofp>kaHu Cy cacTaHIM pagn
KOHTpOJIe Kpu3e.

TopeHaBeieHe YeTUpy CIOCOOHOCTU Pe3NINjEeHTHOCTU Ouile Cy IpH-
CyTHe, Ji0 ofpebheHOr HMBOA, 1 mpe maHfgeMuje. OBa opraHmsanyja uMa
TUM 3a cajoep IpeTme Koja u3pabyje kBapTamHy IIaH npetmu. IlpeTme
Koje je ca coboM JOHena IaHfeMuja HUCy 6une npenBubere u crora ce
HJICY Halll/Ie y KBapTa/aHOM IUIaHy. Vako opraumnsanmja nocenyje ogpebe-
He IUIAHOBe Y C/Iy4ajy usbujama nHPEKTUBHE OO/IECTI, OHM Ce OfHOCE Ha
3alloC/IeHe Te OpraHM3aluje U Hpefy3uMame MOTPeOHMX XUTUjeHCKMX
Mepa. MebyTum, oBM I/IaHOBM HUCY MOI/IM fia Ce IIpUMeHe Ha CUTYalujy
TOKOM IIaHZIeMUje U JOHETUX MPeXXa Off CTpaHe BIaja.

Croco6HocT npahema MoXXe [ja ce BUAM Y TOMe IITO je OpraHu3anuja
VHBECTMpAsIa Y MHTepHe U3BelITaje O cajoep MpeTmaMa ¥ MHIVAEHTIMA.
YcnocTaB/beHU Cy KJbyYHU MHAMKATOPY Y4MHKA KOjJ Ce KOPJCTe Ha JIHEB-
HOM, HeJIe/bHOM VIV MeCeYHOM HMBOY, KaKo 611 ce 06aBeCcTI/IN JOHOCUO-
I OfTyKa Ha BpeMe. Takobe mocroju u nssemnraj VT femaprmana o 6e3-
0eHOCHUM pU3ULIVIMA.

Croco6HOCT pearoBama BUJM Ce Y TOME LITO Cy pas3BMjeHe CIOCO6-
HOCTY yIIpaB/babha VHIOMJEHTUMA. 3a cajoep mperme CBeTcka OaHka
MIMa LIMPOKY CIIOCOOHOCT pearoBama Ha cajoep MHIMJEHTe KOja Helpe-
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craHo papu. HapaBHo, oHa nMa 6mmcky capapmy ca OpraHmsanujom 3a
ynpasmpame VT nunupentnma. CBercka 6aHka je Takohe pasBuia cro-
COOHOCT KOja OCUTYpaBa Jla OpraHyu3aIja MoXKe a HACTaBI Ca IPy>KambeM
yCIIyra y ciy4ajy M3MemeHMX yCI0Ba I0C/IOBaba.

Croco6HOCT yuera BUIM Ce Ha TOME i Ce CBaKY MHIUJIEHT IIPOLewYje
TOKOM CacTaHaKa TMMOBa 3a cajoep mHIueHTe. 3a Behe MHLIMIEHTe TIO-
cToju OpMaIHU IIPOLieC yuerwa Koji YK/bydyje i aKTepe KOMIIaHuje, Kao
U aHa/IM3Y y3pOKa I IUIaH aKiuje 3a 6yayhe norabaje.

Kapa je mangemuja nsbuia opranusanyja je 6mia y moryhHoctu fa ce
aJjalITpa ¥ MPOLIMPHM KaIlalUTeT 3a paj Ha gabuHy. OHO mTO je Takobe
nomorsio CBeTCKOj 6aHIM fla ce TTOHAIA OTIIOPHO jecTe LITO CY Off CAMOT
IIOYeTKa MaH/leMyje MpaTIIN CUTyalujy M 6uim y KoHTakTy ca Kunow,
I7ie je KOBMT U 136uo0.

3ak/pydak

[Tannemuja koBupa-19 ormnouena je 2019. roguue y Knuan u Bpno 6pso
je mocrasa rmo6anHa 1 3aXBaTulIa YUTaB cBeT. KoMIuleTHa J/pyzcKa mormy-
MaIyja cyodaBasa ce ca MCTUM M3a30BMMa TOKOM IIaH/ieMuje, alu Cy ce
Pas3/IMKOBaIN Pecypcy Koju ¢y MM OWIM Ha pacnonaramy. CupoMaliHe
U Mambe pasBuUjeHe Ap>KaBe MMajle Cy BUIe MoTemkoha ma samrute 6e3-
OegHOCT cBOjuX rpabaHa jep HUCY MMaje TOBO/BHO CPeACTaBa 1 pecypca
Ha pacronaramy. Heke 6oratuje u pasBujeHuje fpkaBe HUCY OpUHYTIe O
cpefcTBMMA 3a 60pOY IPOTUB MaHAEMMje, a/li Cy ce CyoyaBaBajle ca He-
KIM JpyruM npobmemyma. 360r BemyKe aHKCMO3HOCTI ¥ CTpaxa Koje je
IPOY3pOKOBaa MaHAeMMja JbYAN Cy OVMIM HEeNOBep/bUBY IIpeMa CBOjUM
B/IafiaMa, Oyt ¢y mpuHyheHn fga pajge of Kyhe 1 caMum TMM KOpUCTe UH-
TepHeT Bullle Hero uKaja. Cajoep KpMMMHAIIIY CY YBUJIEIN TY YUECHUILY
¥ JOLIM CY JO 3aK/byuKa ja he cajbep Hamajgy OMTH yCIIeIIHNj) HEro pa-
Huje. OCKM >Kejbe 32 OCTBApMBabEM JIMYHE KOPYICTH, cajbep Hamajau cy ce
IellIaBajM ¥ pajiu IIOAM3ama MaHnKe Mely /byuma, Tako IITO ce meran-
HO NpUCTYIM MH(pOpManMjaMa o IalyjeHTMa 3IPaBCTBEHNX YCTAaHOBA 1
BIIXOBUM 00jaB/pMBameM. YecTo cy ce mojap/pyBase MH(POpMaIyje Kako
rpabaHu HeMmajy mpaBy 1 TauHy MHGPOPMALUjy O 000JIENUM U NIPEMUHY-
M ocobama o KoBuza-19, mro camo noBehasa HeloBepeme U TAHUKY.
Toxom oBe mangemuje cajoep kpummnany u rpyne 3a HTII nckopuctn-
JIe Cy OBY CUTYaIlVjy 3a IW/balbe PamMBIUX CHCTEMA M JbyU. 3alpaBo, TO
je cuTyanmja 3a Kojy je MaJo BepoBaTHO Aa he ce mpoMeHNUTH Yy 6/1MCKOj
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oymyhHocTu. 3paBcTBeHe opraHmsaluje Cy IJlaBHe MeTe cajoep Hamazga
TOKOM IIaHJeMIje 13 pasHMX pas3yora. 300r Tora je K/by4YHO Jia 3ApaBCTBe-
He OpraHmsalyje No60/bllIajy 3alITUTY BXHNX NHPOPMAIVja U ITOfaTa-
Ka, Kao U MMOBUHe Of cajOep Hallaja, a 3a TO je HEeOIXOfHa VIMIUIEMeH-
Tanyja cBeoOyxBaTHOT IpUCTyma cajoep 6esbennocTu. Taj cBeobyxBaTHM
npuctyn 6u Morao nohu o U3rpajibe YeTUpK MOTEHIVjala Pe3uInjeHT-
HOCTM ¥ ’bVIXOBOM KOHCTAaHTHOM pasBujamy U gorpabuamy. HeomxonHo
je ia cBaka opraHmsanuja 3a cebe ypaau npoLeHy pusmka of cajoep Harma-
7a, Te ja pajy Ha aleKBaTHMM MepaMa Koje MOTY fla ce IIpYMeHe Kako 6u
ce TakBu forabaju cupeunm. HapaBHo, 1 mopeq Tora, BeoMa BaXkaH KO-
PaK jecTe yIo3HaBame 3alI0C/IEHNX Ca TUM IIPOLielypaMa I MepaMa, IOfiu-
3arbe IJIXOBE CBECTHU O TOME U IIPMMeHa JOHeTuX Mepa. bumo 6u kopucHo
U Jla OpraHu3anyje LIpoM CBeTa JOHeCy IpaBWIHMKe Y KojuMa he jacHo
OuTn fedpuHICaHe ITpoLlefype U IOCTYIILN Y CITy4ajy 130ujarba HeKe HOBe
nH}peKTNBHe 60ecTy Koja he opraHusaiujy npumMoparyu Ha HOBe yC/IOBe
paja. Oprannsanyja Mopa ja pafiy Ha CB0joj afallTMOM/IHOCTHY, jep IITO ce
Op>Ke afjanTypa Ha HOBOHACTAJIE YCIOBE Pafia TO Malbe IITETV HBEeHOM I10-
CTIOBamy. 3aTO HajIlpe, CBaKa OpraHM3alyja Mopa ia ufieHTnduKyje pusu-
Ke I10 I€HO I0C/IOBabe M IOCTOjalbe.

JINTEPATYPA

Kott, A., and Linkov, L. (2019). Cyber Resilience of Systems and Networks. Springer
International Publishing.

Alshamrani, A., Myneni, S., Chowdhary, A., and Huang, D. (2019). A Survey on Ad-
vanced Persistent Threats: Techniques, Solutions, Challenges and Research Opportu-
nities. New York: IEE.

Arabo, A., and Pranggono, B. (2013). Mobile Malware and Smart Device Security:
Trends, Challenges and Solutions. Sheffield: Sheffield Hallam University.

Asri, S., and Pranggono, B. (2015). Impact of Distributed Denial-of-Service Attack on
Advanced Metering Infrastructure. Sheffield: Shefield Hallam University.

Cimpanu, C. (2020, March 13). Czech hospital hit by cyberattack while in the midst of
a COVID-19 outbreak. ZDnet. Retrieved on https://www.zdnet.com/article/czech-
hospital-hit-by-cyber-attack-while-in-the-midst-of-a-covid-19-outbreak/.

Computer Security Resource Center. (2023). Cyber Attack. National Institute of Stand-
ards and Technology (NIST). Retrieved on https://csrc.nist.gov/glossary/term/cy-
ber_attack.

Goodwin, B. (2020, March 22). Cyber gangsters hit UK medical firm poised for work on
coronavirus with Maze ransomware attack. Computer Weekly. Retrieved on https://
www.computerweekly.com/news/252480425/Cyber-gangsters-hit-UK-medi-
cal-research-lorganisation-poised-for-work-on-Coronavirus.



Cajbep 6e36edHocm moxom nanoemuje ko6uo-19 169

Hale, G. (2020). DDoS attacks on rise due to COVID-19. Control Engineering.

Hollnagel, E. (2017). The resilience potentials. In E. Hollnagel (Ed.), Safety-II in Prac-
tice (24-28). Routledge.

Jang-Jaccard, J., and Nepal, S. (2014). A survey of emerging threats in cybersecurity.
Journal of Computer and System Sciences, 80, 973-993.

Janczewski, L., and Colaric, A. (2007). Cyber Warfare and Cyber Terrorism. New York:
Hershey.

Karlsruhe Institute of Technology. (2019). Roadmap for cyber security research. Karls-
ruhe, Germany.

Legal Guidance, Cyber/online crime. (2019, September 26). Cybercrime - prosecu-
tion guidance. Crown Prosecution Service. Retrieved on https://www.cps.gov.uk/
legal-guidance/cybercrime-prosecution-guidance.

Lyngaas, S. (2020a, June 15). ‘Vendetta’ hackers are posing as Taiwan’s CDC in da-
ta-theft campaign. Cyber Scoop. Retrieved on https://cyberscoop.com/vendet-
ta-taiwan-coronavirus-telefonica/.

Lyngaas, S. (2020b, June 8). Hackers target senior executives at German compa-
ny procuring PPE. Cyber Scoop. Retrieved on https://cyberscoop.com/germa-
ny-ppe-coronavirus-hackers-ibm/.

NCSC. (2020a). Advisory: COVID-19 exploited by malicious cyber actors. London:
National Cyber Security Centre. Retrieved on https://www.ncsc.gov.uk/news/cov-
id-19-exploited-by-cyber-actors-advisory.

NCSC. (2020b). Advisory: APT groups target healthcare and essential services. Lon-
don: National Cyber Security Centre. Retrieved on https://www.ncsc.gov.uk/news/
apt-groups-target-healthcare-essential-services-advisory.

NCSC. (2020c). Advisory: APT29 targets COVID-19 vaccine development. London:
National Cyber Security Centre. Retrieved on https://www.ncsc.gov.uk/news/
apt-groups-target-healthcare-essential-services-advisory.

Osborne, C. (2020, June 24). New ransomware masquerades as COVID-19 con-
tact-tracing app on your Android device. ZDnet. Retrieved on https://www.zdnet.
com/article/new-crycryptor-ransomware-masquerades-as-covid-19-contact-trac-
ing-app-on-your-device/.

Shirey, R. (2000). Internet Security Glossary. The Internet Society.

Sjouwerman, S. (2020, April 9). Q1 2020 Coronavirus-Related Phishing Email Attacks
Are Up 600%. USA. KnowBe4. Retrieved on https://blog.knowbe4.com/q1-2020-
coronavirus-related-phishing-email-attacks-are-up-600.

Skilji¢, A. (2020). Cybersecurity and remote working: Croatia’s (non-)response to in-
creased cyber threats. International Cybersecurity Law Review, 1, 51-61.

The International Organization for Standardization. (2012, May 04). ISO/IEC 27032
Standard. Geneva: The International Organization for Standardization. Retrieved on
https://www.kaspersky.com/resource-center/definitions/what-is-cyber-security.

Tidy, J. (2020). How hackers extorted $1.14m from University of California, San Fran-
cisco. BBC.

World Economic Forum. (2020). COVID-19 Risks Outlook: A Preliminary Mapping
and Its Implications. Geneva: World Economic Forum. Retrieved on https://www.



170 Maja Vinnh

weforum.org/publications/covid-19-risks-outlook-a-preliminary-mapping-and-
its-implications/.

Xiao, L., Xu, D., Mandayam, N., and Poor, V. (2018). Attacker-Centric View of a Detec-
tion Game Against Advanced Persisten Threats. New York: IEE.

Knaju, V. n llunka, M. (2012). Benuku peunux cmpanux peuu u uspasza. Hosu Cap:
ITpomerej.



171

Cajbep 6e36edHocm moxom nanoemuje ko6uo-19

CYBER SECURITY DURING COVID-19 PANDEMIC

Maja ILIC, Graduated Security Manager

Summary

The covid-19 pandemic has had a profound impact on the world, including exacerbating
cybersecurity threats. This paper explores the various types of cyberattacks that emerged during
the pandemic, the organizations that were targeted, and the methods employed by attackers. A
particular focus is placed on attacks directed at healthcare organizations, which were particular-
ly vulnerable due to the increased demand for their services. The paper also discusses defensive
strategies and preventive measures that can be taken to mitigate cyberattacks, as well as the im-
portance of organizational resilience in the face of crises. Finally, the paper examines the World
BanK’s response to the pandemic in terms of its ability to adapt to the new business environment
and maintain resilience.
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