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TAJHE AIUVIMKAILIUJE 3A HAJI3O0P

Caxerak: TajHe annuxayuje 3a Had30p cnadajy y xamezopujy uinujyrckoe coppmeepa. Ilocmoje
0se Kamezopuje majHux aniuxavuja 3a Haosop: bossware u stalkerware. Bossware Hanasu c6ojy
npumeny y nocnosHoj cepu, 3a npaherve npodykmusHocmu paoruxa, 0ok ce stalkerware kopu-
CMu 3a HA030p NAPMHEPA/CYNPyIHUKA U 3a HA030p dee 00 cmpare pooumemna. Stalkerware
npedcmasmajy onacHe anniuxayuje, jep omozyhasajy nommnyHy KOHmMpony Had HUeomom #Hpm-
e, 3axeamyjyhu eenuxom Opojy HanpedHux onyuja Koje npyxajy ceéojum kopucHuyuma. Camo
HeKu 00 npumepa cy majHo cHuMarbe menedoHCKUX no3usa, npeened gomoepaguja u 6udeo 3a-
nuca, npeened uUcmopuje KOHMAKma, Cryuiaroe menePoHcKoz oKpyrceroa yuuso. Bucok cmenen
0nacHocmu no KopucHuke npedcmasmwajy ‘npuxpusene’ stalkerware annuxayuje. IToo nojmom
‘npuxpusenux’ stalkerware annuxayuja moxe ce cmampamu 6eauKy Opoj NONYAAPHUX ANIUKA-
uuja koje nocedyjy oopehene pynxuuje xoje um omoeyhasajy npuxynmpare nodamaxa o Kopu-
CHUUUMA U ocmeapusaree Had3opa Hao wuma. Iloceban npobnem npedcmaspa YureHuya 0a ce
stalkerware ne nojasmyje y menujy annuxavyuja ypehaja unu nax Ha nouemHom eKpany, maxo 0a
cy mozyhnocmu 0a kopucHux ypehaja cxeamu 0a je npedmem Had30pa céedeHe HA MUHUMYM. Y
pady he 6umu npedcmasmwene stalkerware annuxavuje, npuxpusene’ stalkerware annuxayuje,
3HAK06U KOju yKa3yjy Ha nocmojare stalkerware annuxayuja na ypehajy u Google-osa nonumu-
Ka u 00Hoc npema stalkerware-y.

KipyuHne peum: majue annuxayuje 3a naosop, stalkerware, ‘npuxpueene’ stalkerware, myocka
npasa

VBop,

[IBajeceTy Bek je y MCTOpuju 3abenekeH Kao BeK yOp3aHOT TeXHO-
JIOHIKOT Pa3Boja, yC/el, pasBoja padyHapa, TeneBusuje u Vinrepuera. OBa
oTKpuha fonprHena cy IpoMeHN KOMYHMKAIVIOHe ITpaKce /byAnu. 3a pas-
NIMKY Off TaJallltbel MHTEPIIEPCOHATHOT KOMYHUIMParba I0/1asM 10 pasBoja
MacOBHOT KOMYHMIMpama. Pa3Bojy HOBOT 00/11Ka KOMYHMKALIMOHE ITPaK-
ce OJHOCHO MAacOBHOI KOMYHMLMpama, JOIPUHENN Cy PasBoj JpyIITBe-
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HIX MpexKa, 6710roBa 1 GpopyMma, Ije JbYAM OCTaB/bajy BEIMKY KOMMYNHY
nHpopmanyja Ha VIHTepHeTy. MehyTum, ucTopujcku MOMeHAT 3a pas-
BOj IIINMjYHCKOT cOpTBEpa, OHOCHO TeXHOJIOTHja 3a HaJi30D, Aecuo ce 11.
centem6bpa 2001. rongnHe, Kajja ce TOTOAMO TEPOPUCTUYKM Hamaj y AMe-
puiu. Hakon oBor porahaja spxaBe mounisy ga KOpUCTE OBY BPCTY TeX-
HOJIOTMja y IM/by 60p6e IpOTUB Tepopu3Ma, KPYMUHAA, alu U IPOTUB
HNOMUTUYKMUX HEMCTOMMIL/bEHUKA, Paflo3HANNX HOBMHApa M aKTUBUCTA.
Y npukyIbamy nojjaTaka IpUMMapHO y4ecTBYjy 6e36emHOCHe cinyxbe n
npuBaTHe KoMIaHuje. [IpyBaTHe KOMaIHuje KOje Hyzie OBy BpCTy copTBe-
pa adupmuIIy CBOje IPON3BOJe Kao 3Ha4ajHe ajate y 60pOM IpOTUB Op-
raHM30BaHOT KpuMuHana u repopusma. Otkpuhe Ensappa CHoynena mo-
Ka3aso je pasmepe Kopuiihema oBe TeXHOMOIMje U fla ce oHa Beh yBenuko
KOPMCTH 32 OCTBapMBambe KOHTPOJIe U Haf3opa Hajl rpahannma. Mehytum
J10 3HAYAjHOT pa3Boja 1 yHoTpebde MIINjyHCKOT cCOPTBepa, OFHOCHO TajHIX
aIUIMKalyja 3a Haa30p off cTpaHe rpabaHa gomasu ca mojaom Kosnpa-19.
ITojaBoMm Bupyca KoBua-19 u kacHuju pa3BuTak robasHe magemije, MMao
je BEeMKM YTUIAj HA HA4MH XKMBOTA /byau. [0TOBO 11€/T0OKyITHa KOMyHMKa-
I1ja Ha I7I00ATHOM HUBOY IIPeCTaa je [a IOCTOjU Y CBOM ,KITaCUIHOM
00/IMKY, Kao ITOC/IeANIIa Ipefy3Mamba MMPOKOT CIIeKTpa Mepa Off CTpaHe
Ip>KaBa, Koje Cy 3a LIW/b MMaJle CIpevaBarbe IMpeba BUPYCa, Y BULY Orpa-
HIYea KpeTamwa 1 MHTepakuuje n3Meby /pyan. ¥ TakBuM OKOTHOCTHMA
r7ie Cy MOryhHOCTH 3a COIMjaTHOM MIHTEPAKIIMjOM 1 KpeTameM CBefleHe Ha
MMHJMYM, a KaJia JoJ/asy 0 MacOBHe yInoTpebe AUTMTATHUX CPeACTaBa
KOMYHMKanuje 6110 je morpe6HO mpoHahy HauMH ONCTaHKAa EKOHOMUje 1
odyBama 3apassba /byau. OHa cy oMoryhmia HeoMeTaHO OiBMjarbe KOMY-
HMKalMje, TaKo fia je Ie/IOKYITHAa KOMYHUKaIMja Off IOCTIOBHE, 06pa3oB-
He, T1a /10 IMYHe, NTPEIIa Y CBET Ha MPEXM. A CBe 3ajefIHO NPeCTaB/balo
je MOSUTUBAH MOACTUILAj PasBOjy MHAYCTPUje 3a HA[30p U IIPOU3BEIIO je
ybp3anu pasBoj TexHonoruja. C 0631poM Ha UMILEHUILY 2 je L[eJIOKYII-
Ha KOMyHMKaIyja peHeceHa y AUTUTATHA CBET U Jla Ce Ty Ha/la3y Beu-
Ka KOIMYMHA IOfjaTakKa, MOTyhHOCTH 3/10ynoTpebe 1 Hai30pa Cy BeJIUKe
(PapoBanosuh, 2022, ctp 4). [Tangemuja kao u 6pojHe Mepe Koje Cy Ipe-
Ay3MMaHe y Wby CIIpedaBama UCTe IIpUMopae ¢y OpojHe KOMIIaHMje 1
IBIXOBE 3a10c/ieHe fa mpeby Ha paj oxf kyhe, 1o je moBeno o ekcmaHsuje
IIMperba TAjHUX alIMKalija 3a Ha/I30p 3all0C/IEHNX Off CTPaHe MOCIofa-
BaIla, II03HaTe 1oJ; Ha3uBoM bossware. Ilopen muX Ha TPXKUIITY je TIpK-
cyTan stalkerware, koju ce Mo>xe TeduHMCATI Ka0 cOPTBEP YUjOM MHCTA-
nanujoM je omoryheno npaheme kpeTama KOpucHMKA TenedoHa, HaAT/Ie-
Jame T03MBa M NMOPYKa, Nperie] akTMBHOCTH Ha IPYIITBEHNM MpeXKaMma,
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Kao 1 npuctyn ¢ororpadujama u Bugeo caumuyMma. Ilopen oBux omuja
IIOCTOjM jONI jeIHa OIIMja KOja ¥MMa M3PASUTO BUCOK CTEIIEH OIACHOCTU
TI0 KPTBY, @ CacTOju ce y MOTyhHOCTM YK/byuuBama kamepe ypebaja, na 6u
ce Bupiesnio mra mpaheHa oco6a pajgu u ca kuM je (Mudopmarnuja, 2021a).
OBaj codTBep KOPUCTH ce 3a HaA30p APTHEPA UIN CYIPY>KHMKA, @ 4eCTO
ce KOPUCTM 1 3a HaJi30P Jielie Off CTpaHe poxuTeba. ViMajyhu y Buny nper-
XOJHO pedyeHO eBUAEHTHO je fia stalkerware omoryhaBa moTmyHo KOHTpO-
JIy HaJi )KMBOTOM >KPTBe I JIa IIPe/ICTaB/ba BE/IMKY OMACHOCT 110 HheH >KI-
BOT. Ko/uka je 3aCTyI/beHOCT OBMIX aIUIMKaIyja MOKa3yje MCTPaXKMBalbe
u3 2018. rogune, Koje je mokasano ja je y Cjenumenum AMepudkum JIpxa-
BaMa, 15,8% >xeHa u 5,3% Mylkapaiia 61710 U3/I0>KeHO Hacuby yxobemwa,
a y IPWIOT OBOj TBPABY WJe U NOAATaK JOOMjeH Y HeJTaBHOM MCTPaXKI-
Balby, KOje je JOLIO IO pesynTara fa je 4ak 10% oppacnux McnmTaHu-
Ka y CAJl-y npusHaso Jja je KOpUCTUIO all/IMKALNjy 32 LIIUjYHUpPAbE Tj.
Haj30p uHTMMHOr naprHepa (Han, et al., 2021, p. 1). ITogaun fobujenn
Yy WIYCTPOBAHMM UCTPAXVBabJMa OBOJIe HAC IO 3aK/bydKa Jla Cy JKeHe
Jemrhe >KpTBe OBe BpPCTe aIUIMKallMja Hero Mymkapum. Y papy he 6utn
npukasase stalkerware annmkanuje, ca moce6HMM OCBPTOM Ha ,,IIPUKPU-
BeHe” stalkerware amnmkanuje, 3HaKOBU KOjy yKa3yjy Ha IIOCTOjame OBe
BpcTe ammmKanyja Ha ypebajy m Google-oBa nmommruka u ogHOC Ipema
stalkerware armmkanujama.

Stalkerware amnukanuje

ITpBo hemo peduHMcaTy mojaM MWNVjyHCKN cOPTBED, a 3aTUM U 110jaM
TajHe alMKanyje. Y cTpaHoj u fomahoj mureparypu nocroje MHOro6poj-
He flepUHMIMje ITOjMa IINVjYHCKY cOPTBeEp, a jefHa Of BuX je 1 crneneha:
II07] TI0jMOM IIIINjYHCKY cOQTBep MofipasyMeBa ce 37I0HaMepHU codpTBep
KOjM yrpo)kKaBa IPUBATHOCT, aly ¥ BEOMA YECTO TEXHOJOIMja IACUBHOT
IPUKYIUbakba MOJaTaKa, a K/byYHa KapaKTepMCTHKA IIINjYHCKOT COpTBe-
pa je merosa TajHa IPUPOJA, KOja Ce CACTOjU U3 TajHOCTH pajia CaMe aIlIn-
Kalllje, IIOCTOjaba TajHe KOMYHMKaluje ca TpehoM cTpaHOM, Kao ¥ Ipu-
KyIUbatbe nHpopmarmja 6e3 carmacHocty BracHuka (Howah, 2011, p. 12).
Pasmunty tnosu mHpopMaluja Cy IpegMeT VMHTepecoBamba ILINUjyH-
ckor codTBepa, Off JIO3MHKM, IIPEKO IofaTaka O OHJIAjH KYIOBMHH, JIO
email momre n pasroBopa Ha WhatsApp u gpyrum margpopmama, a came
TajHe aIUIMKaI[yje 3a Ha/i30p CIafiajy y KaTeropujy LINMjyHCKOT copTBe-
pa. Stalkerware je TepMuH Koju ce KOPUCTH 3a O3HAYaBalbe AIUIMKALY]a 3a
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TajHM Hansop. Stalkerware mpepcraB/ba omacan codTBep M3 passora MmTO
aIUIMKaIyje oMoryhasajy TajHO IpUKyIUbambe NHPOpMaNMja O BIACHUKY
Tenle)OHa, KPO3 OIIIMje YNTarbe IOPyKa Ha APYIITBEHNM MpeXKaMa, Kao 1
y ammmkanyjama oyt WhatsApp, Viber, Telegram n gpyrum, omoryha-
Bajy YBUJ, y IMCTY KOHTAKTa M UICTOPM)y IO3MBa, Ipaheme KpeTama >KPT-
Be, IPUKYTI/bambeM MH(OpMalnja o IaHupaHnuM porabhajuma ns kanena-
pa, mpernefameM pororpaduja Koje Cy cauyBaHe Ha TeneOHY, IIpaB/belbe
CHUMaKa ekpaHa 1 ¢pororpaduja 3noynorpebom npentwe kamepe tenedo-
Ha (VMHpopmanyja, 2022a). Kao jour jeman pasior 36or kora stalkerware
IpefcTaB/ba OMacaH codTBep, MeKM Y YNIHEHUIN JIa I'a BEOMa YeCTO KO-
PUCTe HaCWIHMIY [ja KOHTPOJIMIY >KPTBe, a Hajuemrhe Cy y muTamy 41a-
HOBY TIOPOJAMIIE UM MAPTHEPH. Y3 TO, BXKHO je HAIJIaCUTH Jla BEOMa ue-
CTO (M3MYKO HacW/be NMPOM3UIA3U U3 AUTUTATHOr Hacwba (VHdopma-
nmja, 20226). Kop oBe kmace ammmMkalpuja MOCTOjU TEHJEHIjA fa Here
HI3 33jelHNYKNX KapaKTepuCTuKa, y suay npernena CMC nopyka, pas-
IMYUTHX aIlIMKanyja 3a KoMyHukanujy nonyt WhatsApp u Viber-a, 3a-
TVUM eBUJeHIVje Tefle(pOHCKIX IT031Ba, K0 U cauyBaHe Mefinje, IomyT ¢o-
Torpaduja u BUfeo CHUMaKa, 3aTuM Be6 caobpahaj u I'TIC nadopmanuje
(Parsons, et al., 2019, p. 21). MebyTum BakHO je HarIaCUTH Jja HEMajy CBU
stalkerware ncte moryhuoctu. ITojennue stalkerware anmkarnuje Mory ma
HaJI/Ieflajy e-MOIITY, aKTUBHOCTU Ha PYLITBEHNM MpeXKaMa, KOHTAaKTe y
ajipecapy, yHOCe y Ka/lleHJapy, IpUTHUCKe Ha TacTepy, Ia Yak U Jja TajHO
aKTMBMPajy MUKpodoH mwm ¢ororpadpumy (Parsons, et al.,, 2019, p. 21).
MebyTrMm oHO mITO M3a3uBa 3a0PMHYTOCT jecTe YMIEHNIIA JIa TOCTOjU
Be/IMKY Opoj HONy/IapHUX alyIMKanuja Koje mocenyjy oppehene ¢yHK-
1yje Koje MM oMoryhaBajy Hafi3op KOPUCHUKA, IPUKYI/bakbeM II0fjlaTaka O
BJIMa, 11 KOje ce MOTY CMaTparu ,IpukpuBeHnM’ stalkerware-om. ITouenn
cy Beh f1a ce jaB/bajy Hanopu y Iiu/by 06 0/bIIIaba TPUBATHOCTY KOPYCHM-
Ka, a Kao jeflaH off O3UTUBHMX IpuMepa Moxe ce y3eTu Apple-oBo mpen-
craBpame [0S 14, y koMe je KpenpaHa jefHa of GyHKIIMja Koja je obaBer-
TaBajla KOPUCHUKA KaJja HeKa almkanyja npucryna clipboardu u Ha raj
Ha4MH je OMOTryheHO KOPYCHUIIVIMA [ja 3HAjy Koje aIIMKal[yje IPUCTYTIajy
Hofjall¥iMa Ha BUXOBUM ypebajuMa, a KOMKY je MO3UTUBaH edeKar Ipo-
u3Beia 0Ba PyHKI[Vja TOBOPY Y IIPIJIOT TO fia je YIPaBO 3aXxBajbyjyhu oBOj
GbYHKIM)jH, jeTHO NCTpaKMBambe IOKa3alo Aa je Buile of 50 armkanuja,
Off Koje Cy HeKke BeoMa IIOIIy/IapHe, IpUCTYyIaje noganyuma y clipboardu,
meby tiM anmnkanyjama Hante ¢y ce Linkedln, TikTok n Reddit (Mudop-
Manuja, 2020B). V3meby stalkerware-a u ammkanmja koje ce Mory mpeyse-
TV U3 3BaHMYHMX IIPOJABHUIIA, a KOje Cy HaMebeHe 3a 3alITUTY of Kpabe
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VN TIaK POAMUTEbCKY HAJ30p, IIOCTOj) BEOMA jaCHA TPAHMIA, U CACTOjU
ce y ToMe mto stalkerware pajy cKpuBeHO Off KOpUCHYKA 1 6€3 HeroBor
npucranka (Mudopmannja, 20226). MoryhnocT fa )xpTBa casHa WM 10-
CyMmba Ha IIOCTOjabe OBe BPCTe aIUIMKallMja CIIpedeHa je Tj. oHeMoryhe-
Ha y BICOKOM IIPOLIEHTY, TMe LITO Cy OBe aIlIMKallyje A13ajHIpaHe TaKo
Ia cCaKkpujy cBOje IMpUCYCTBO Ha ypebajy mMeTe, 1 y TakBUM CITydajeBUMa
stalkerware ce He ojaB/byje y MeHUjy arukanyja ypehaja niam nak Ha 1mo-
yeTHOM ekpaHy (Parsons, et al., 2019, p. 18). I[Ipema nogaunma Kaspersky
Security Network (KSN) y 2021. rogvan je oko 33.000 KOpMCHMKaA Ha CBOM
ypebajy uMMano mHCTamMpaHO OBY BPCTY aIUIMKalMja, LITO IIPefCTaB/ba
VICTOPMjCKM MUHVMIMYM, aKO Ce y3Me y 003up ummeHnna aa je y 2020. ro-
nyHU cKopo 54.000 kopucHMKa 6uto mpenMeT nHTepecoBama stalkerware
armkanyja, a 2019. roguHe Taj 6poj je usnocuo 67.000 (Mudopmanuja,
20226). 3abenexxeHy TPeHJ Mafja MOXKe ce 00jaCHUTH YNEEHNUIIOM Jia je Y
TOKY IIaHfieMuje oTpeba HACWIHMKA 32 OBOM BPCTOM aIUIMKAIlMja OIla-
J1a, M3 pasjiora IITO je caMo KpeTame >KpTaBa OM/I0 OTpaHMYeHO, Kao I0-
CIefyIa Ipefy3rMama Mepa cy3bmjama mupema Bupyca. [Ipema nmopamm-
ma kommnaHuje Karspesky y Toky 2022. roguue 29.312 nojepnHana mmpom
cBeta je moroheno stalkware ammmkanmjama (Securelist, 2023). Ananusa
THofjaTaka mokasyje cTabuanHy nponudepannjy oBux ammkaluja, y mpoce-
Ky 3.333 ocobe morobeHo je stalkware-om (Securelist, 2023).

»IIpukpuBene” stalkerware amnnkamnuje

ITop nojmom ,,ipukpuBeHux . stalkerware amkanyja Mo>xe ce cMaTpa-
TY Be/IMKY OpOj MONy/IapHYX alUIMKalMja Koje mocenyjy onpebene GpyHk-
Iyje Koje MM OMOryhaBajy IpMKyIUbame IIOfjaTaka O KOPMCHUIVIMA U
OCTBapyBame HaJ3opa Haj wyMa. GopMasHo I7IefjaHo, Aa 61 aIlKanmje
MOT/Ie [la IPUKYIUbAjy IOJATKe O KOPUCHUKY IOTpeOHa je KOPUCHMKOBA
nosBoia 3a ofpebene pynkiuje. MehyTnm y npaxkcu Hucy peTku ciaydaje-
BU JIa Ce TIOflaIlV IIPUKYII/bajy O6e3 03BoJIe KOPMCHIKA, 0 YeMy he 61ty pey
lajbe Y TEKCTY.

Cmeapna onacHocm unu unax He?

[TpunukoM MHCTaMMpama OMIo Koje BpcTe ammKanuje Ha ypebaj mo-
TpeOHO je 1a KOPUCHMK MOCTaBy ceOu 1Ba K/by4Ha nuTama. [IpBo, komm-
KO TMYHMX TOflaTaka he memuTy ca armmmkammjoM u pyro, Aa oM cMaTpa
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fla Cy CBe [J03BOJIe KOje aIUIMKaluja Tpaku cTBapHO HeonxopHe (ITajuh,
2021)? Ca jemHe cTpaHe IIOCTOje ONpaBJjaHY Pas3/Ios3y alUIMKALMja 3a IpU-
KyIbabeM IOflaTaka KOPYUCHYKA, paiu npahema nHTEpaKkiyje, a y UMby
yHampeheme MCKycTBa MM OTK/Iambarmba eBeHTYaTHUX IpobaeMa Koju ce
jaB/bajy, MOK ca Apyre CTpaHe MpoOIeM je TO IITO KOMIIAHMja KOja CTOjU
n3a ofipeheHe anmkaiuje Koja IpUKyIUba OBY BPCTY IOfjaTaKa MOXKe TaKO
IPUKYIUbeHe IOfIaTKe IpopaBaty TpehuM cTpaHama, Koje Te MCTe IO-
JaTKe MOTY KOPMCTUTHM 3a IM/baHO ornamaBame (bamrabankana, 2021).
Huje penax cnyyaj ga mopjany KOpMCHMKA 3aBplle y pyKaMa KOMIIaHMja 3a
APYLITBEHO OCTYLIKMBamwe, Kao Ha npuMep Hootsuite nam BuzzSumo, xoje
IPUKYI/bajy MOJAaTKe KOPVICHMKA Ca IIWJbEeM Jja Te MojaTKe MpOoCesie
KOMIIaHujama Koje he ux ananmmsupaTy u npogatu uM npoussoy, (bamra-
bankana, 2021). Meby ammukarnyjama Koje HajBuUIIIe fiejie TpYBaTHe ITOJAT-
Ke KOpUCHMKa ca TpehuM cTpaHaMa Haasy ce BeJMKU 6poj M3pasnuTo mo-
HyIapHMX aIUIMKaIyja, Kao mro cy Instagram, Facebook, LinkedIn, You
Tube, TikTok u eBay (bamrabankana, 2021).

IIpe cBera, He NpeACTaB/bajy CBE LO3BOJIE KOje Ce Aajy alUIMKalyjaMa
»PU3NYHE JJ03BOJIE’, TO Ce IIpe CBera OJHOCK Ha OHe JJ03BOJIe Koje obe-
36ebyjy mpuctyn mopanyMa mim pecypcuma Koje YK/bydyjy JMYHe VH-
dbopmalje KOpUCHNKA, WIN Ha IPUMeP, MOTY Jla HOTEHIMja/THO yTUIy Ha
cadyBaHe IOfIaTKe KOPMCHMKA, Kao 1 Ha paj apyrux ammkanuja (ITajuh,
2021). Kao mpumepu ,,pu3MYHUX JO3BO/IA~ MOTY Ce HaBeCTH 03BOJIe KOje
omoryhaBajy npucTyn nokanuju kopucHuka, 3atum CMC nopykama, Te-
neOHCKUM eBUJEHIjaMa Tj. I03MBMMA, KaMepy WIu KaneHaapy. Hajrpa-
YKeHMja J03BOJIa KOja ce MOYKe KaTeTOPMCAaTH Kao ,,pY3NYHa” jecTe JO3BO/Ia
3a MMPUCTYI KaMepy U heHa 3aCTYIUbEHOCT je mpeko 45% Ha gpyrom me-
CTY ce HaJIa3) JO3BOJIa 32 CHIMambe 3BYKa ca 3aCTyIUbeHOIIhy mpeko 25%,
a Ha Tpehem MecTy ce Hamasu o3Bona 3a yntame CMC mopyka ca 15%.
Ha yeTBpTOM MeCTY ce Ha/Ia3u 103BOJIA 3a IIPUCTYII eBUACHIN)U TeflepOoH-
ckux nosmsa ca 10% sactymwmpenoctu (ITajuh, 2021). Bun Crpadau (Will
Strafach) je Tokom 6aB/bema aHamM3oM mpomeTta Ha Mpexu 2017. romu-
He fomrao o oTkpuha ma u xaza je I'TIC uckpydeH Ha TenedoHy 1mocroje
»lIpasHuHe” Koje oMmoryhaBajy npaheme nogaraka, Ha npumep Akuveder
aIlIMKalja, Koja ImpefcTaB/ba jelHy Off IOIY/IapHUX all/IMKalija Koja ce
KOPUCTY 32 BPEMEHCKY IIPOTHO3Y, OHa Illa/be MOJAaTKe O JIOKALMjU KOpH-
CHMKA U Y C/Ty4ajy Kafia je omIyja 3a fiefberbe NoKanuje nckpydena (PTC,
2020). OBpe Hajehn mpob6eM mpencTaB/ba IITO Ce OBAKBe AIUIMKALMje
Hanmase y Google n Apple npomaBHMIlaMa, a HUCY PETKM HU CITy4ajeBU Y
KOj/IMa OBaKBe aIUIMKaIyje [oja3e MHCTANIMpaHe C TeneOHOM, a BeoMa



TajHe annuxayuje 3a Had30p 57

4eCTO He PajM ce CaMo O jeJHO]j aIUIMKAIVju, TIpe CBera OBJie Tpeba CTaBu-
TY aKI[eHaT Ha HauMH Ha KOjJ1 Cy OHe ITI0Be3aHe, O CKPMBEHO] MPEXKU MOJa-
TaKa y KOJy KOja MM Yy 3Ha4ajHOj MepM ITIOMake [ja CTBOpe CBEOOYXBaTHY
CIMKY 0 HekoMe 1 mTa Heko pagu (PTC, 2020). Mlako komnaHmje TBpze fa
Cy HOfiallyf aHOHVMMHM U Jja HeMa MecTa 3a O6pury, HoTpeOHO je Bp/Io Mao
HaIopa yJIOKUTY Kako Oy ce yTBPAWIO KO je 0co6a, Ha OCHOBY ITOAaTa-
Ka o0 jloKanyju, Bpemeny u aktusHoctuma (PTC, 2020). I[TocToju Benuku
6poj amukanuja y Google n Apple nmpogaBHKIIM KOje ce TPOMOBUIITY Kao
aIUIMKaIyje 3a pelakcanujy u 3abaBy 1 Koje ienyjy Kpajie 6e3asneHo 3a
IIPOCEYHOT KOPVCHMKA, /1) KOje CBOjUM PajiOM Tj. HAUMHOM QYHKI[MOHN-
cama MOTY YITPO3UTH IIPUBATHOCT KOPYICHYKA IIPUKYIIbambeM MOJaTaKa O
meMy. Kao mpuMep TakBe BpCTe alumMKalyja MOXKe Ce HaBeCTM aIUIMKa-
nyja Astro Guru: Astrology, Horoscope & Palmistry, koja npukymsa 6poj-
He TTofjaTKe CBOjIX KOPUCHMKA, Kao IITO Cy AaTyM pohema, 1IoJI, IoKaluja,
e-mail agpecy n mogarke o wrahawy (N1, 2021). YV anpwury 2022. rogn-
He 3axBaspyjyhu xommnanmju AppCensus OTKpuBeHO je yak 11 Angponp
aIUIMKalyja Koje cy 6e3 103BojIe KOPUCHYKA IPUKYIUbaJle IBIUXOBE MOIAT-
Ke, o] 6poja Tenedona, e-mail agpece go I'TIC-a, a oBe ammukanyje je mpe-
y3erno 4ak 46 MuInoHa KOpUCHMKa 13 3BaHnuHe Google Play mpopmaBamiie
(O6jextus, 2022). Ha ocHOBY 6poja KOpUCHUKA KOjy Cy NTOCEIOBAIN OBe
aIUIMKalyje jacHo je fla je ped O BeINKOj KOMMYMHY MHPOpMaIja Koje
Cy IPUKYIUbEHe 1 3/10yIIoTpeb/beHe Ha pas3munte HaunHe (PagoBanosuh,
2022, cTp. 23). Meby Tum amnmkanyjama Halle €y ce M alyIMKanuje Io-
nyT Simple weather & clock widget, Speed Camera Radar, QR & Barcode
Scanner (O6jexTns, 2022). BpemeHoM cy pasBujeHe 6pojHe Ipernopyke 3a
3aIITUTY IIOflaTaKa U CIIpeyaBarbe HeXKe/beHOT NIPUKYI/batbe MofaTaKa Off
CTpaHe aIlIMKallnja, Koje Cy Y 3Ha4ajHOM IPOLIeHTY epuKacHe.

Kako 61cmo 3amtuTiim noyatke, Hajupe je IoTpe6HO IPOBEPUTH Koje
ammmkanuje eh uMajy fosony 3a kopuihemwe MukpodoHa u kamepe n
TO je Moryhe Bp/o /1aKo ypaanuTy, IOTpebHO je camo yhu y MeHu 3a Me-
HAIIMEHT aIUIMKaLja M Ty KIMKHYTU Ha OIIV]y NOfeIlIaBamba, a 3aTUM Ha
omnuujy MmeHaep gossosna (Tenerpad, 2020). Kao jour jegHa npernopyka Ha-
BOIM Ce VHCTa/IMpame alMKaluje koja he nmparutn xaga cy Mukpodox
UM KaMepa YK/bY4YeHH, a jOll jefiHa y HU3Y IIperopyka je fa ce OHEMO-
ryhu camo cHMMame Kpo3 pU3NIKo O/IOKMparbe, 1a I Y BUY Ha/TeIHNIIe
KOjy he KOpUMCHUK IIpe/ennTy IpeKo Ipefibe U 3a/ilbe KaMepe, WU KO-
pumhemweM pyTporne ca ,caajaep” MOK/IONIEM KOjy TOKPUBA U IPENbY 1
3aJmy KaMepy Kafia ce He KOpUCTe; Ko oHeMoryhaBama MUKpodOHa Ty CY
Ha pacronarawmy noce6un 6mokaropu mukpodona (Tenerpad, 2020). V3
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IPETXO/IHOT PEYEHOT MOXKE Ce BUIETH JIa ITOCTOje pa3InMdnuTe BpCTe Mepa
KOje KOPMCHMI[Y MOTY IIpefiy3eTy KaKo 61 3alITUTHUIN CBOje MOflaTKe Off
HEJI03BOJ/bEHOT MPUKYI/bakba, a KOje 3HaYajHO NOIPUHOCE IOfiM3atby HU-
Boa samTnhenoctu nogaraka. C 063upoM Ha BUCOK HMBO Pa3BUjeHOCTH
00IacTM 3alITUTE KAO U CAMUX Mepa, Pa3aMdynTe KaTeropuje KOPUCHMKA
Mory npoHahu ofgrosapajyhy onmujy, a y ckmagy ca GpUMHAHCUjCKMM MO-
ryhHocTrMa u adpuuuTetMa. Of M3y3eTHOT 3Havaja je la CBaKa aIlluKa-
1[Mja UMa IONUTUKY IIPUBATHOCTH, Y KOjOj C€ jaCHO HaBOAM KOju Ce IOofia-
IV IPUKYIUbAjy, HA KOjy HA4MH, I7e ce 4yBajy u ca kuM ce fene (Ilajuh,
2021). Y ummby 3aimTuTe CBOje NMPMBATHOCTM Kao HajjefHOCTABHUjU, 2
ca Jipyre cTpaHe IIOy3/laH Ha4MH IIPOBepe /la /I Cy CBE TPaKeHe JJ03BO-
JIe 3a1CTa HeOIXOfIHe aIUIMKAIVjI, TOTPeOHO je caMo y cydajy AHpO-
Uj alyIMKanuja oTuhy y MeHM IofelaBama 3aTUM KIVMKHYTH Ha O]y
T03BOJIE, YKIalbalbe I03BOJIA Y CAy4ajy JIolle Au3ajHupaHe aluiMKaluje
MO>Ke IIPOY3pOKOBAT! IIPeCTaHaK pajia al/IMKalMje, MoK ca pyre CTpaHe
mobpo fu3ajHUpaHe alUIMKalyje moKasahe fja M MM je 3a1CTa HEOIIXOIHA
I03BOJIA, Kafia MOKYIIA Jja M3BPIIY (PYHKIUjy 3a KOjy je 3aXTeBasa JO3BO-
my. ¥ cnydajy iOS anmkanyja Jo3BO/Ia ce MOXKE YKIOHUTU OJJIACKOM Y
MEHUj! TIOfielIaBamba, a 3aTUM je IIOTPeOHO KIIMKHYTH Ha OIIIVjy IIpUBaT-
Hoct (ITajuh, 2021). 3navajan gonpuHOC y 60pOM 3a 3aLITUTY MOFATAKa
maje u ynorpeba amnukanuja AppCensus u CharlesProxy koje je passuo
Cepx Mrnman (Serge Egelman). AppCensus mpy>ka MOTYhHOCT KOpyUCHU-
Ky IIpeTpaKMBamba all/IMKallMja ¥ YBUJ, y IOJATKE KOjU Cy ITOCIATU U KOjU
ce maspy, a CharlesProxy 6asmpa ce Ha IpMHIVITY IpecpeTaba MPeXHOT
npoMeTa ca kommjyTepa u Tenedona (PTC, 2020). Ha ocHoBy cBera usio-
JKEHOT y OBOM JIeTy pajia [Jo/la3K Ce 0 HEKONMKO 3aK/bydaka. EBujeHTHO
je ma ,npukpuseHe” stalkerware ammkanuje npeacTaB/bajy BeIMUKY OIac-
HOCT 110 6e36€JHOCT KOPUCHNKA, C 003POM Jja IPUKYIUbajy HMOfaTKe KO-
pucHMKa 6e3 BeroBor 3Hama. K/byuan mpo6eM IpecTaB/ba YMIbEHUIIA
la caMM KOPMCHUIIM He TOK/Iambajy JOBO/bHO MaXKibe IMOMTUILIM TIpUBaT-
HOCTH, OJHOCHO H-€HOM 4MTamy. BeoMa 4ecTo KOpUCHMIM OfjMaX MpUXBa-
Te ycose Kopuiiherma 6e3 IIpeTXOfHOT aXX/BUBOT unTama. ViMajyhu To y
BUJy TOTPeOHO je YIOKUTHI JOfjaTaH HAIlop Yy MOI/IeAy eAyKauuje rpahana
0 HaYMHMMa 3/10yTIoTpebe HIXOBUX IOfjaTaKa, a/li U O IIMPOKOM CIIEKTPY
Mepa BJXOBe 3allTHUTe, KaKo 0M ce OCTBApyO 3HAYajaH IIOMaK Ha OBOM
HOJbY.
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3HaKOBU KOjM YKa3yjy Ha moctojame stalkerware
aIIMKanyja

Kao mto ucruue xommanuja Kaspersky, kopucHMIu Temko Mory ja
IIPeI03Hajy IoCTojambe stalkerware armxanmja n3 Hekommko pasyora. I1pe
CBera, OBa BpCTa copTBepa OCTaje CKpMBEHa, MKOHa stalkerware ammka-
IVije Ha TIOYeTHOM eKpaHy I Y MeHujy TenedoHa je Takole ckpuBeHa, 11 10-
nasu o umnrhemwa HacTamux tTparosa (VMudopmanmja, 2021a). Vnak, mo-
CTOj¥ HEKOJIMKO 3HAKOBa KOjy MOTY YKa3aTy Ha II0CTOjarbe OBE BPCTE aIlIN-
kanuja. KopucHuny Mory mpe cBera mposepuTn nocrojame stalkerware
aIIMKalMja IOMONy aHTMBUPYCHOT IIPOTPaMa, a HEK! Off 3HAKOBa KOju
ykasyjy Ha nocrojame stalkerware ammmkanmje cy 6p3o npaxmeme Oate-
puje, 3aTMM KOHCTAHTHO IIperpejaBame ypebaja u pacTt morpomme Mo-
6mnHux nopataka (VMudopmanuja, 2021a). Kao jom Hekn 3HaKoBU Koju
yKasyjy Ha nocrojame stalkerware anmkanuje cy u ycnopeH pag tenego-
Ha, 3aMp3aBambe VIV IIPeKN] pajia alIMKalyje, 3aTuM JoOujame IyTHNIX
IIOPYKa, T10jaB/byjy ce MCKadyhu mpo3opy mam IMOopykKe O IpelrkaMa IIpo-
rpama Koju Cy yBeK Zo0po QyHKIMOHNCA/IN, ¥ IPOMEHa NofellaBama 6e3
IpUCTaHKa KOPMCHNKA KOja ce MaHUdecTyje Yy By HOBMX MKOHA, HOBOT
NOJpa3yMeBaHOr IIPETPAXKMBAYa, HOBE IIOYETHE CTPAHMIIA IIPETPAKMBayda
utn. (VMIapopmannja, 2020r). Jour jean HauYMH Ha KOjJ KOPUCHNIIM MOTY fia
yTBpZie nocTojame stalkerware anmkanuje je mposepa ucTopuje Ipere-
ada, IOIITO OHAj KOjJ MX HaAIIefa Hadelrhe je MOpao Ja mpeysMe aIvm-
KaIlMjy ca HeKor Be6 cajra. VI3 Tor pasjora, KopucHnIu o6aBe3Ho Tpeba na
IIpoBepe fa /i Cy Ha ypehajy omoryheHn ,,HermosHaTy U3BOPH , IITO MOXKE
IpefCcTaB/baTy 3HAK Jia je 3I0HaMepHM COPTBEp MHCTATNPAH U3 He3aBUC-
HIX n3Bopa. Takobe, HeOmxoHO je Aa MpoBepe A03BOJIE MHCTATMPAHNX
aImMKanuja ¢ 063upoM ja stalkerware annmkanyje Mory 6uTH cakpyuBeHe
IIOJI, PYTUIM MIMEHOM, Ca CYM/bMBMM IIPUCTYIIOM IIOPYKaMa, eBUJeHLIMja-
Ma II03UBa, JIOKAIVj! U1 APYTUM CPOIRHUM aKTuBHOCTUMA (VIHpOpManyja,
2021a). Y oBoM fieny pajia IpMKa3aHu Cy Hajyemhy 3HaKOBU KOju yKasyjy
Ha IIOCTOjalbe OBe BPCTe aIlIMKalMja, ¢ 003MpoM Ha ybp3aHU pa3Boj oBe
BpCTe aIUIMKalyja, Koju MofipasyMeBa MIMPOK oIceT PyHKIUja Koje CToje
Ha pacIosaralkby KOpMCHUIMMA OB€ BPCTe all/IMKallKja, II0CTOjU 3HaYajHa
MOryhHOCT jaB/bara HeTUIIMYHIX 3HAKOBA KOjy YKa3yjy Ha IIOCTOjarbe OBe
BpcTe armKanyja. Kao mro je u y npeTXofHUM Iel0BMMa pajja MICTUIIAHO
K/by4YHa je eflyKalyja CTAHOBHMUINITBA, KaKO O ce OCTBAapMO 3Ha4yajaH II0-
MaK Ha IJIaHy 60p6e poTuB OBe BpcTe ammkanuja. HeonxopHo je yru-
LaTy Ha CBECT CTAHOBHMIITBA O ITOCTOjakby U BE/IMKO]j 3aCTYII/bEHOCTI OBE
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BPCTe aIUIMKaIyja IIpeKo Meayja, Kako Ou ce orperno fo mro Beher 6poja
JbYZI, @ 3aTVIM ¥ KPO3 CaM CMCTeM IIKOJIOBamba I OpPraHn30Bama Kypcesa
¥ Pas/IMYUTYX PaAMOHMIIA HA OBY TeMY, KaKo O ce IOCTUTa0 3HAYajHIjU
Hanpenak (PagoBanosuh, 2022, ctp. 18). Ykonuko 6u ce peannsoBaje Ha-
BeJleHe aKTUBHOCTM ITOCTUI/IA 011 Ce CBeOOYXBATHOCT 1 3HAYAjHMUjI HATIpe-
IaK y 60p6u mpoTMB OBe BPCTe allIMKaluja, e Oy JOIIo MPBO /10 pas-
BUjaba caMe CBECTY O IOCTOjalby OBe BPCTe alIMKAINja, 3aTUM HaydIIO
Ou ce Ha KOju Ha4MH pearoBaTy YKOJIVMKO Ce OTKpMje OBa BPCTa aIlIMKa-
111ja 11 KOje Mepe Ipey3eTH, Kao ¥ KaKO ce IICUXOJIOIIKY CYOYNTI Ca HaCTa-
noM cutyanujoM. Tek Tafa ce Moxke pehn fia je ApyLITBO MICITYHUIO CBOjY
ynory 1o opoM nuramwy (PagoBanosuh, 2022, ctp. 18).

Google-oBa momutnka u ogHoc npema stalkerware-y

Mosxe ce pehn fa je Google 2019. ropyHe He3BaHUYIHO KpeHYO y 60p-
0y IpOTUB OBe BPCTe allIMKallyja, yKIamameM yak 7 stalkerware anmxa-
nuje n3 Google Play-a, xoje cy TajHo mmmjyHupane gpyre kopucHuke (it
mixer, 2019). Avast, aHTUBUpPYCHa KOMIIaHMja, je 2019. ToAMHe MpOHAIIIa
cemaM stalkerware ammkanuja fOCTYIHMX 32 AHIPON, TPXKUIITE, KOje Cy
6une naCcTampane Buie ox 130.000 myTa, a Google je ykmonmo ose amm-
KallJje HaKOH NpujaBe Avast-a 0 Kpllerwy IPUMBAaTHOCTY, HAKOH OBOT JI0-
rabaja Google je n3gao caomnmTeme y KOM je ICTaKao Jja BEeroBa MOMNUTH-
Ka 3abparmyje KOMepIujaaHe IIVjyHCKe alUIVKaILyje, ¥ Ia ce 3ajaxe 3a
IpUjaBy JbYAY aIUIMKAIMja KOje KpIlle HBIUXOBY HOMUTHUKY M cTaHAapae (it
mixer, 2019). Google je 3BanNYHO KpeHyo y 60pOy npoTus stalkerware-a
y jymy 2020. rogune. [loHere cy Tajja usMeHe CMepPHUIIA 3a OIJIace, U I10-
CTaB/balbeH j€ POK Of] Mecell JJaHa KOMIIaHMjaMa Jia YKJIOHe OBe OIJIace.
[Topex Tora je mmak 6mro npenBuheHo 1 Jja HAKOH MCTeKa OBOT HepHO-
Ia OHM Koju peknaMupajy stalkerware 1o6ujajy cemMogHeBHO yIIo3opeme,
a HaKOH JICTeKa OBOT IIepMojia /IO/asy JIO HBIXOBOT OIOKMpama YKOIMKO
He YK/IOHe criopHe ornace (JInpopmannja, 2020x). Google je craBuo 3a-
OpaHy pex/IaMupama alIMKaluja 3a IpUCTyIIKIBame TenedoHa, ija je
u3pu4nTa CBpxa npaheme nam Hafi30p HaJ| IPYTOM 0COOOM, MU HEHUM
aKTUBHOCTUMa 6Oe3 mweHor ofobpema (VMHbopmanyja, 20205). 3abpamena
je u mpomornuja GPS trakera, koju ce mpopajy y cBpxe LINMjyHUpama WIN
npahema, kao u 3abpaHa IIpoyiaje camMe oIrpeMe 3a HaJi30p, Kao IITO Cy Ka-
Mepe, ayAo peKopfepH, ayTo KaMmepe 1 Kamepe 3a 6e6y, koje ce mpopajy
3a MICK/bYUVBY CBPXY Hafi3opa wiu mnujyHupama (Mudopmannja, 2020x).
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Mebytum u HakoH oBe 3abpaHe y Google-0BUM pesynTaTuMa IpeTpare
Moryie ¢y ce mpoHahu oBakBe ammmkanuje. Google ce mpaBao YnMmbEHN-
II0M fIa IPYMEHY HOBMX CMEPHIIIA HIje YBeK Moryhe oMax peannsoBaTn
(Mudopmanmja, 2020h). HaBeneHo je ga nmpo6meM npeacrasba U TO LITO
IIOCTOje aIl/IMKal/je Koje IPUKpMBajy HaMepy IIPOU3BOJa, I Ha Taj HA4MH
IIOKYIIABajy Aa 130erHy NpYMeHy BbUXOBe MOMUTHKE, 1 [ja Ce YBeK aHaJIN-
3Upa HEKOJIMKO CUTHAJIA, KAo IITO CY Jja /I TeKCT CaMOT OI71aca, KpeaTuBHa
U OfpefUIIHA CTPAaHNUIIA NOIITYjy IpaBuIa 1 Jja 9YMM yCTaHOBE Jla OI7Iac
VUM OIJIAIIVBaY KplIlle IIpaBWIa, Ipefy3nMajy afekBatHe Mepe (Hdop-
manuja, 2020h). Ono mTO je criopHO 1 mTo YnHM Google-0By MOMUTHUKY
HEIOTIIYHY, jecTe 4nbeHNIa ndyseha off mpuMeHe cBoje HOBe IONUTHUKE
Ha MPOM3BOfie WV YC/IyTe, YMja je HaMeHa fa oMoryhe poaure/puma fa
IpaTe VIV HAAITTIe[ajy CBOjy MasoneTHy fenty (VHpopmanyja, 20205). Kao
o uctide u caMm Malwarebytes, jeman o mponssobada aHTUBUpPYca Koju
aKTMBHO y4ecTByje y 60op6bu nmpotus stalkerware-a, Google-oBom momm-
TUKOM TpaHuija n3Mehy ammmkanmja tuna stalkerware-a u pogurersckor
Haj30pa je HejacHa. [lopen mera, sHaYajaH JONPUHOC y 60pOy mpoTUB
stalkerware-a npyxwa je u @oHpamnyja 3a eIEKTPOHCKe TPAHNUIlE, OCHU-
BaeM Koamumje npotus stalkerware-a 2019. rogmue (Mudopmarnyja,
2020h). YnaHoBM oBe TpyIIe Cy HAyYHUIIV, KOMIIaHMje 1 HerlpoduTHe op-
raHmusanyje, a Ib OBaKBe KOAIMIUje je OTKPUBaIbe, MOAN3abe CBECTI
o stalkerware-y, u 60op6a mpoTus oBe BpcTe ammmkanyja (Vapopmanuja,
2020bH). Ha ocHOBY M3/105K€HOT Y OBOM JIeTy pajja MO>Ke Ce 3aK/bY4NUTH f1a U
Iasbe TOCTOju IpocTop 3a yHanpebeme Google-ose mommtuke. ITpe cera
6ospa merekumja ,IpukpuBeHnx . stalkerware armkanyja, Tj. amkanyja
KOje Cy IIpeficTaB/beHe y JIETUTUMHE CBpXe, a/lil Koje Imocenyjy QpyHKImje
Koje omoryhasajy Hafg3op KopucHMKa. Ilopen HaBeeHOT TOTPeOHO je yKi-
HyTu stalkerware ammkanuje 3a npaheme felle, Koje Cy pemMa TPeHYT-
HOj Google-oBoj nomutnuy gocrynse y Play npogaBHmiy, mro 6m 3Ha-
JajHO gonpuHesno yHanpehewy Google-oe monutuke. Vnak, n mopen Ha-
BelleHNX HepjocTataka Google-oBe momuTke, eBUAEHTHO je aa je Google
OCTBApyO 3HaYajaH HaIlpefjaK Ha no/by 60pbe mpotus stalkerware-a.

3ak/py4ak

[Tocroje fiBe KaTeropuje TajHUX alUIMKaluja 3a Haj3op: bossware n
stalkware armkanuje. Bossware annmkanuje ce kopucre 3a npaheme mpo-
IBYKTUBHOCTM PajIHMKA, OTHOCHO HajIasy CBOjy IPUMEHY Yy IIOCIOBHOM
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cdepn, nok ce stalkware ammkaryje KopucTe 3a Haa30p MapTHepa/cy-
npy>xHuka u pene. Stalkerware amnmkanuje cBojuM KOpMUCHMIMMA IIPY-
Xajy Benuky 6poj pynkimja op I'TIC npahesa, TajHOT cCHUMamba TenedoH-
CKMX IT03UBa, Ipernes ¢pororpaduja 1 BIAEO 3aIca, IPEKO CHIMAba JIN-
CTe CBVIX MHCTA/IVMPaHMX aIlIMKanyja Ha ypebajy, mo Hanpenuux QpyHkimja
HOMYT NpecpeTama nosusa u naxkne CMC nopyke, Kao 1 MHOTe ApyTe.
3axBa/byjyhn 6pojHNM onnmjaMa Koje Ipy»Kajy CBOjUM KOPUCHUIIIMA OBe
ammkanuje omoryhasajy HOTIYHY KOHTPOITY Hafl >KMBOTOM KPTBe. AKO
ce ysMe y 003Mp YMIbeHMIIA a OBe alulMKanuje oMmoryhaBajy HOTIyHY
KOHTPOJIY HaJj )XPTBOM U JIa OCTaB/bajy OpoOjHe ICUXIYKe IIOCTIeANIe 10
XKPTBY, jaCHO je Jia je ped 0 BeoMa OIacHMM armkanyjama. C 063upom na
KOPMCHMIIM OBe BPCTe aIlIMKaliyja IPeACTaB/bajy TIabMIHe TMYHOCTY KOje
XeJle Ia OCTBape KOHTPOJIY HaJl )XMBOTOM APYre 0cobe, IIOCTOjU BIUCOK
CTeIleH OIIACHOCTY Off TI0jaBe (PM3MYKOT U IICUXNIKOT HacU/ba YKOJIMKO Ce
JKpTBa He TIOHAIlla y CK/IaJly ca OYeKMBambMMa HaculIHMKa. Ha ocHoBy 1o-
naka Kaspersky Security Network (KSN) koju cy npukasanu y pagy, Moxe
ce mohu /10 3aK/bydKa JIa je y TOKY IaHfeMIje KOPOHA BUpYyca 3aMTHTepeCco-
BaHOCT 32 OBOM BPCTOM aIlIMKal[yja OlIajIa, IIpe CBera jep cy 6pojHe Mepe
mpefyseTe y Wby Cy30Mjama MIMpera BUPYyca Y 3Ha4ajHOj Mepy OTpaHM-
4yyIe KpeTama >KPTaBa, TaKo Jia je moTpeba HACMTHMKA 32 OBOM BPCTOM
alIMKalyja omnana. 3abenexxeHo je ma je y Toky 2021. roguse 33.000 ko-
PUCHMKa Ha CBOj ypebajy umMano mHCTamMpaHo OBY BPCTY aIymMKanuja. ¥
Toky 2022. ropuHe Taj 6poj je nsnocmo 29.312 nojexuHana. AHamusa mo-
flaTaka IoKasyje cTabunHy nponudeparyjy OBUX aluIMKalyja, Y IpoceKy
3.333 ocobe norobeno je stalkware-om (Securelist, 2023). Tpenp ctabunm-
3aIiyje HABOJY HAC Ha ITOCTaB/balbe JBa K/bYYHA INMTamba, Aa 11 heMo Kpo3
nap rofivHa >XMBETH Y epy MAacOBHOI HaJI30pa, a MPMBATHOCT IOflaTakKa
IpefCcTaB/baTy MPaBU JIYKCY3, WIN MOX/a Beh KMBMMO y epy MacOBHOT
HaJ30pa, aKO Ce MMa Yy BUAly YMIbeHNIIA 1a Ap>KaBe Beh Bulle off AeneHujy
aKTMBHO KOPNCTe OBY BpPCTY ammkanuja. Takobe, Tpeny moxasyje u na
je HOTpeOHO YIOKNUTY OJATHU APYIITBEHU HAIIOpP M aHTQXXMAaH Y LUbY
cy3bmjama TajHUX alumKanyja 3a Hajgsop. [lorpebHO je pasButy cBeob-
yBaTaH IpUCTyI 60p6e IPOTUB OBe BPCTe aIUIMKalMja KPO3 YK/bYYEHOCT
CBMX 3alIHTEPECOBAMX U OfITOBOPHUX aKTepa, a To je Moryhe moctuhn je-
AVHO KpO3 efyKallMjy CTAHOBHMIITBA Y GOPMM Pa3ININTUX PAANOHNUIIA 1
nporpama o6yke. ITopep mojenuHana IoTpeOHO je 1 Ja Ap>kaBe aKTUBHO
paje Ha TOOO/BIIIALY AKTYe/THE 3aKOHCKE PeTy/IaTYBHE U JIOHOLIEHY HOBE,
KOje perynmury o6/1acT Hai30pa, am U YK/bY4eHOCT My/ITHHAI[MOHATHAX
KOMIIaHuja, Koje he kpo3 yHampebeme cBOjuX moMMTHKA U CTaHAApAA 6e3-
0eHOCTN HaTV CBOj JOIPUHOC.
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Summary

Hidden spy applications are categorized as spy software. There are two categories of hidden
spy applications: bossware and stalkerware. Bossware finds its usage in the business domain,
for the tracking of employee productivity. On the other hand, stalkerware is used for partner
surveillance, as well as the monitoring of children by the parents. Stalkerware are dangerous
applications because they provide full control over the life of a victim, due to the large number of
advanced options which allow their users to secretly record phone calls, view photos and videos,
access users contact history, listen in on the phone environment live, etc. “Hidden” stalkerware
applications are especially dangerous to their users. A large number of popular applications,
which possess certain functions that allow them to gather data on their users and surveil them,
are considered “hidden” stalkerware applications. A particular problem with these applications
is the fact that they are not visible in the application menu or the title screen, making the
odds of the device user realizing they are being surveilled minimal. The paper introduces
stalkerware applications, “hidden” stalkerware applications, the signs that indicate the existence
of stalkerware applications on the device and Google’s politics and attitude towards stalkerware.

Keywords: covert surveillance applications, stalkerware, hidden’ stalkerware, human rights



