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CYBER DYPLOMACY AND THE COVID-19
— WHAT IS CYBER DIPLOMACY AND HOW WAS IT AFFECTED
BY THE COVID-19 ERA?

Tal Pavel*

“Diplomacy’s lingua franca in the 19th century was French; in the 20th,
it was English. The lingua franca of diplomacy in the 21st century
is the mastery of digital tools and platforms”

Abstract: The COVID-19 pandemic has shaken our world since the beginning of 2020
and has had a wide impact on all aspects of life worldwide. Most of these
consequences are international and transnational due to the wide scope of this
pandemic, and international cooperation was often required even to assist and deal
locally with its consequences. That happened mostly due to the limitations of a
single country to deal with this pandemic and its far-reaching consequences, as well
as the fact that among these were also a variety of cyberattacks against a large
number of countries and a wide range of sectors, with an emphasis on the
healthcare sector. Therefore, the place of diplomacy and an emphasis on cyber
diplomacy is important in dealing with the consequences of the COVID-19 era and
with cyberattacks that have occurred in its wake. Thus, this study analyses the extent
of the impact of the COVID-19 pandemic on international cyber diplomacy, including
the change in the conduct of relevant bodies and institutions, as well as cyber
diplomacy decisions and policies to address cyberattacks related to this pandemic.

The study concludes that cyber diplomacy, which deals with both the digital
aspects of diplomacy as well as the diplomatic management of cyber policies and
events, was designed and modified as part of the effects of the COVID-19
pandemic. This includes a greater reliance on digital means of managing
diplomatic work over physical encounters, as well as the need to use cyber
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diplomacy to exercise international responsibility in this age of cyberattacks,
particularly in the medical sector.

Keywords: COVID-19, cyber, diplomacy, EU, UN, Policy.

INTRODUCTION

Among the many changes brought about by the COVID-19 pandemic around
the world since 2020 are the lockdowns imposed by many countries on their citizens
in an attempt to reduce the scale of infection, which led to a transition even sharper
than on normal days to an online remote-working model. Along with the many
conveniences and opportunities, this approach has created numerous challenges,
including those of information security and cybersecurity because a large number
of employees have been sent to work from their homes, using unsecured work
environments such as private email, internet and unsecured home computers, all
this for connecting to work computers and connecting to sensitive files and data.
Along with this, there has been a sharp and continuous increase throughout 2020
in cyberattacks, with an emphasis on the healthcare industry around the world. In
this context, a variety of institutions were attacked, including critical infrastructure,
especially hospitals, medical research institutions, drug manufacturing companies,
as well as relevant government agencies by a variety of means: from disabling
services by various means, including infidelity attacks, to attacks designed to steal
data and important information related to and dealing with this pandemic.

The COVID-19 era demonstrates the impact of diverse global events, as well as
their effects on cyberspace, and, therefore, the need for cyber diplomacy activities
at the regional and international levels as part of the measures to address these
crises, including the involvement of international organizations such as the UN,
OSCE, G20 and the EU. This is to formulate new diplomatic norms and rules of cyber
conduct during this and similar crises having a worldwide impact. All this is now
happening while pointing accusing fingers at criminal elements as well as several
state actors who are allegedly behind these attacks.

WHAT IS CYBER DIPLOMACY?

To examine the implementation of cyber diplomacy in the COVID-19 era, one
must try and answer the question “What is cyber diplomacy?”, and formulate its
definition. Examination of various sources reveals that this is not a trivial matter
since different terms refer to different areas of practice under these definitions,
with the terms most often used: Cyber diplomacy, Digital diplomacy, e-diplomacy.
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The affinity for the connection between new technology, the Internet, cyber
and diplomacy can be divided into three stages: (1) Publications from the first
decade of the 21st century addressing the two-way affinity between diplomacy and
new technologies on the one hand and the Internet and the digital transformation
of diplomacy on the other hand: theirimpact on goals, tools and diplomatic activity
in the face of such diplomatic activity on the Internet. But all this is without
addressing issues related to cyberspace. (2) With the beginning of the second
decade of the 21st century and the transformation of cyberspace, its opportunities
and threats, internationally and politically, these issues were addressed in the
technical aspects of this space as external aspects of domestic policies, including
developing cyber capabilities, improving government coordination and deepening
cooperation with the private sector. (3) Later, the domain of cyber diplomacy moved
from the local to the international level and gained recognition as a major issue in
foreign policy due to many events, meetings and issues in cyberspace that required
a diplomatic response.

All of these are reflected in the use of the various terms and in the change that
has taken place in their usage over the years. Similar to the three steps described
above, various researchers propose the following distinction. Digital diplomacy and
e-diplomacy refer to the use of digital tools and methods for diplomatic purposes
(e.g., the use of digital platforms and tools such as Big Data and data mining),
including the use of digital means, such as social networks, by diplomats and foreign
ministers. On the other hand, cyber diplomacy refers to the use of diplomatic tools
and mindset to solve issues that arise in cyberspace (for example, Internet
governance). With the increasing use of technologies on which cyberspace and the
Internet are based, the need and importance of cybersecurity and the freedom of
the Internet are also increasing. Several researchers have well defined the nature of
cyber diplomacy, including “if the cyber dimension is the core reason for the
diplomacy, it is cyber diplomacy”, as well as the definition that cyber diplomacy
constitutes diplomacy in the cyber domain and “the use of diplomatic resources and
the performance of diplomatic functions to secure national interests in cyberspace”.

The roots of cyber diplomacy are found in “standard” diplomacy. It is primarily
state-led. However, it is a combination of two worlds: diplomatic-political and
technological-cyber. It is a developmental stage in public diplomacy and is therefore
also called public diplomacy 2.0. Thus, in recent years, a new role has been created
called “cyber diplomats”, who also constitute “cyber ambassadors” of their countries
and deal with, among other things, the increasing politicization of cyberspace, for
instance, the inclusion of cyber issues into policies dealing with internal and external
security, critical infrastructure, and human rights. As well defined by Heli Tiirmaa-
Klar, the ambassador of Estonia for cyber diplomacy, “as nuclear engineers do not
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represent states at the non-proliferation negotiations, likewise technology experts
should not drive the issue of cyber diplomacy” and yet, “Like nuclear-era diplomats,
they should understand the effects of destructive cyber tools and how critical
infrastructures could be used for paralysing states in future conflict”. This is also
because traditional diplomacy is not necessarily appropriate for the type of
diplomacy that has changed in a world where cyberspace is a powerful weapon
between countries, which requires relevant diplomatic activity to build trust, prevent
escalation or misattribution of cyberattacks. This is in addition to activities to create
norms, binding and non-binding, for the responsible behaviour of a country in
cyberspace through the activities of bilateral, multilateral and regional bodies.
Alongside official and government diplomacy, there is the activity of non-state
actors, including companies and NGOs, mainly because about 80-90% of critical
cyber assets belong to the private sector. The vulnerabilities of those assets and the
consequences of harming them should be considered too. These players all work
together on issues such as multilateralism, security, capacity building, cybercrime
warfare, Internet governance, freedom of expression and online human rights,
cyber espionage, regulation of cyber warfare, and issues that form the basis of
foreign relations in the cyber domain, with different players emphasizing different
aspects. All this is to create a global consensus on norms of responsible state
behaviour in cyberspace and with an emphasis on global norms for this purpose
over the individual ones.. These are reflected in national strategy documents in the
field of cyberspace, including cyber security, cybercrime, trust-building, Internet
freedom, and Internet governance. In this context, the document titled “US
International Strategy for Cyberspace”, which will be mentioned further on, and
published in 2011 by the Obama administration, became the world’s first strategy
document dealing entirely with international aspects of cyber issues. It outlined,
for the first time, a clear strategy for the use of diplomatic tools and resources to
achieve goals related to cyberspace.

From the variety of sources, it can be learned that the affinity between the
world of diplomacy and the digital world developed alongside the development
of the digital world. Its great importance has begun to influence more and more
countries, their policies, and conduct. Thus, initially, when affinity focused on the
use of the digital world and social networks as a means of managing and promoting
diplomacy, the prevalent use was e-diplomacy as well as digital diplomacy.
However, as the importance of cyberspace and the awareness of its many and
varied effects on the life of a modern country increased, so did the use of the term
cyber diplomacy, which describes the shift from using the digital world for
diplomatic needs to using the diplomatic world to meet cyberspace needs. So, all
in all, it can be said that in “digital diplomacy”, the digital world is a tool for the use
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of diplomacy, while in “cyber diplomacy”, diplomacy is a tool for solving threats
and problems in cyberspace as well as securing national interests in that space.

CYBERATTACKS DURING THE COVID-19 ERA

The COVID-19 era has created a wide range of changes, challenges and threats
for all of humanity in every country and sector. This includes a sharp increase in
cyberattacks during 2020, one that is directly related to the pandemic and its
consequences, which can be examined in several aspects: (1) the type of attack, (2)
the attacked, and (3) the attacker.

TYPES OF ATTACKS

When analysing the types of cyberattacks that occurred during the COVID-19
pandemic, it seems that these were many and varied types that were carried out
by a variety of attackers who took advantage of several factors: (1) The transition
to the remote working model due to the lockdowns imposed by many countries in
which workers were sent to work from home using unsecured means, including
email, personal computers and home Internet connections, to connect to work
computers and access sensitive files and information; (2) a lack of appropriate
awareness and sufficient training for these employees regarding the information
security dangers that exist in the remote working model, as well as the way to deal
with these threats; (3) the uncertainty, fear and apprehension of the unknown
among the entire population, with an emphasis on layoffs or a reduction in the
wage level among workers; (4) The need for information on the pandemic, its
consequences and the means to confront it, including appropriate equipment and
the development of vaccines. In this context, a variety of malicious attacks of
cybercrime were carried out for many reasons, which included: ransomware ;
various scams, including those allegedly related to financial aid and grants, and
trafficking in counterfeit medical equipment ; data theft, leaking and trading ;
distribution of malware ; malicious emails and phishing ; fake news campaigns and
the dissemination of conspiracy theories, known as Infodemic; theft of intellectual
property, most often associated with dealing with the pandemic and developing a
vaccine. In all of these, there has been an unprecedented increase worldwide over
the entire year 2020, as reported by a variety of sources and publications.

THE ATTACKED

In many cases, the target of various attacks was organizations and their
employees who, due to the lockdowns during the COVID-19 pandemic, moved to
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work in a remote working model. Indeed, a variety of publications report a sharp
increase in such attacks, as well as in the sense of insecurity of employees working
from home and the dependence on various third-party suppliers external to their
organizations. At the same time, the healthcare sector has been the most attacked
since the beginning of 2020. These attacks were mostly executed by state actors,
to the point when, for example, the International Committee of the Red Cross called
for them to stop attacking this sector.

THE ATTACKER

Along with criminals who took advantage of the changes and security breaches
created, especially in the remote working era (Associated Press, 2020), various
countries have been accused of involvement in carrying out cyberattacks around
the world against laboratories, research institutes, hospitals, drug makers,
universities in search of information, equipment, medicines, vaccines and everything
else necessary to help them deal with this pandemic.

CYBER DIPLOMACY DURING THE COVID-19 ERA

Analysis of the various publications and studies on cyber diplomacy in the
COVID-19 era reveals that this field may have changed more than most professions
during this pandemic. The reference is indeed divided into two aspects of the
essence of cyber diplomacy: (1) The cyber challenges posed by the pandemic and
its consequences, (2) the use of digital tools, which have become more common
due to the limitations posed by the pandemic, for improving diplomacy work.

The main characteristic of the COVID-19 era is the digitalization of economies
and societies. It has brought a huge increase in the use of digital services to create
online communication for various needs in a focused manner and as part of an overall
policy, including teaching, work (individual or group), banking, health, along with an
online alternative to physical meetings. It has created a host of threats and dangers
to information security, privacy and even critical infrastructure on the part of a variety
of players. It has also heightened mistrust and suspicion between different countries
in light of various online attacks and hostile actions that some countries have
committed during this pandemic. Among other things, countries aim to advance
their various national interests as well as foreign policy goals, or even cyber revenge
on the political or military activities of other countries in this era. Various researchers
point out that the fog that accompanies these operations, which were below the
threshold of armed conflict even before the COVID-19 era and even more so during
this period, creates more grounds for conflicts, which requires regional and
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international cyber diplomacy efforts to create a more secure environment, even in
cyber aspects, while emphasizing the activities of smaller countries.

In addition, various researchers and experts address the changes that have
taken place in the work of diplomacy in this age, using digital platforms that allow
for greater ease, benefit and efficiency, without cost constraints, travel expenses,
logistics and time constraints, while improving verbal and written communication
skills. This includes the possibility of expanding the activity to a diverse international
audience, with the participation of senior officials, linking many countries, in a wide
range of fields and sectors. An example of this is the marine biological diversity of
areas beyond national jurisdiction (BBNJ), in which regional and international
discussions were held, with the participation of NGOs together with several
governments, as well as the conduction of surveys and studies. These moved to an
online environment instead of the physical one, with a drastic drop in the rate of
face-to-face meetings, as opposed to a significant increase in the use of email, virtual
meetings and instant messaging applications. This is in addition to the expected
effect of the transition from physical meetings to the use of online means on the
results of BBNJ negotiations and the assumption of NGOs that such online
negotiations will be more inclusive in the face of state players who have rejected
this assumption. Various researchers and experts expect that even with the end of
this crisis, the intensified digital use during the COVID-19 crisis will be a lesson for
diplomats to “think digitally” and improve their tools and knowledge on this matter,
so they can better help their countries to deal with future global crises. However,
there are many concerns, including the main claim that online communication is
not a substitute for physical presence and the personal aspect of diplomacy, for
example, holding the UN votes by sending e-mails over online voting because
“WhatsApp chats cannot replace the corridor diplomacy for getting a consensus”.
This is alongside concerns about the impact and consequences of postponing
various conferences in 2020 and the burden that will be created in 2021 mainly on
small and developing countries with fewer experts and representatives, as well as
the cuts these have experienced in diplomatic services. In addition, various
diplomats and experts point out that digital solutions do not replace bilateral
meetings, or meetings on the sidelines of conferences and events, addressing the
need for technologically secure communication for sensitive discussions, as well as
the need for appropriate communication capabilities in small and developing
countries. In this context, it was noted that in one of the UN discussions of the
Warsaw International Mechanism, the Sudanese representative could not
participate due to low bandwidth, which prevented continuous and quality
communication. Besides, some governments have banned the use of various
platforms, including Zoom, for security and confidentiality reasons. In addition,
some point out that this pandemic has revealed the growing dissatisfaction with
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multilateral governance and the ongoing recognition that the existing system and
the multitude of international organizations that are part of it do not fully reflect
the strategic reality, are unable to achieve their goals, appear more political than
practical, and have become inefficient and even corrupt. Those online meetings will
save the many costs involved in having physical meetings, especially in the era of
budget cuts as part of the plague consequences.

At the same time, one of the interesting effects of the COVID-19 pandemic on
global diplomacy is the so-called “Corona Diplomacy”, which is using the pandemic
to promote the political and sometimes even personal interests of a country’s
leader. This is done, mainly by China, Turkey, Qatar and Cuba, by sending medical
staff and appropriate equipment to promote the status of the offering country
among the countries of the region and the international community. The claim is
that such aid is nothing new, but due to the pandemic and its devastating
international consequences, such aid is gaining widespread international exposure
and recognition. This is in addition to diplomatic activities, such as consular
assistance to those who are stuck abroad, assistance with procurement performed
for medical equipment, as well as international cooperation in the search for a
vaccine for the pandemic.

When examining the effects of COVID-19 on cyber diplomacy, one can see the
beginning of an important trend in which countries update official policy documents
dealing with diplomacy and cyberspace to address the changes that the COVID-19
pandemic has posed to cyber diplomacy around the world. An example of this can
be found in an official document of the Estonian government called “Estonian
Foreign Policy Strategy 2030” which also addresses these implications:

“An example of the materialisation of such threats is the COVID-19 pandemic
(2020), which has caused a deep global crisis, a prolonged duration of which is
likely to have serious consequences not only for healthcare and the economy
but also for security. The short-term effects of the crisis manifest themselves,
among other things, in global rivalries in handling the pandemic and pressures
on social and healthcare systems (which may affect the internal functioning of
countries), and have had an impact on trust and cooperation between
countries. The system of international relations and cooperation based on the
current rules may change significantly as a result of the crisis. The pandemic
highlighted in particular the importance of international cooperation in tackling
global challenges”.

Another expression of the spirit of the period can be found in the document
“Cybersecurity Strategy of Ukraine, 2021-2025”, in which, among the four
challenges facing Ukraine in the field of cybersecurity, the last challenge is
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“impact on economic activity and social behaviour of the spread of the COVID-
19 pandemic, which led to the rapid transformation and organization of a
significant segment of public relations remotely with the widespread use of
electronic services and information and communication systems. This has
exacerbated the threat of violations of citizens’ rights when using cyberspace.”.

CONCLUSIONS

The era of the COVID-19 pandemic has created a wide range of changes around
the world, challenges and opportunities, some that will pass with the retreat of the
pandemic, and some that are likely to stay with us for a long time and even forever
affect certain aspects of our lives as individuals, organizations and countries. It
seems that, as in many areas affected by COVID-19, diplomacy will not return to
what it was. Experts indeed agree that this pandemic will have long-term
implications for diplomacy and multilateral governance, with the need to find the
golden path between adopting the changes and going back to the pattern of a
diplomatic routine. In this context, the field of cyber diplomacy seems to be
changing in two aspects of its activity: (1) expanding the use of various online
platforms to carry out a variety of activities involving diplomatic work, including
multi-participant multilateral discussions, as well as ongoing diplomatic activity; (2)
deepening the use of diplomacy to manage regional and international cyber events
and crises, as well as deepening international activity to create responsible rules of
conduct on the part of countries in relation to cyberspace activities, in times of
peace and especially in times of crises. These changes occur both at the
international level in the activities of various international organizations and at the
level of a single country. They include local activities both in aspects of online
diplomatic activity and also on issues such as the exploitation of the pandemic for
the purpose of promoting various state interests. They go as far as to update policy
documents in the fields of foreign and cyber relations so that they express the
pandemic and its effects in the field of cyber diplomacy.

As this era is still upon us and at various stages of development, it is not possible
to estimate its full extent and intensity of its consequences and effects in general
and in the field of cyber diplomacy in particular. Thus, this study is an analysis of
the existing situation when future research will be able to examine things in a
broader scope and over a longer period and provide a broader and fuller picture of
the effect of the COVID-19 pandemic over cyber diplomacy.
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